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NMPUMEPHAA NMPOrPAMMA ANCLUUMJIUHDI
«OcHoBbl UT: annapaTHoe u nporpammHoe o6ecneyeHue MNMK»

B cooTBeTCTBUM C Kypcom CeteBoun akagemuu Cisco “IT ESSENTIALS 5.0”

MoAacHuTenbHaA 3anucka

Y4yebHbin kypc «OcHOBbI WT: annapatHoe 1 nporpammHoe obecnederune NK» (IT Essentials 5.0)
npenHa3HaYveH o cnylwaTenen, XxenarLmMx HadaTb CBOe 0bpasoBaHue U kapbepy B cdepe T,
N 0AET UM BO3MOXHOCTb MOSHAKOMUTBLCH C NPUHLMNaMN paboTbl COBPEMEHHbIX MEePCOHAbHbBIX
KOMIMBbIOTEPOB U KOMMBIOTEPHbIX CETEN, MNOTYUYUTb TEOPETUHECKME N MPAKTUHECKME HABbIKM 11X
HaCTPOWKN 1 OBCY>KMBaHWS.

MeTofabl 06y4YeHVs OCHOBaHbI Ha MOTMBALIMM 1 aKTUBHOM BOBJIEHEHUM YHaLLIMXCH B yHEOHbIN
NpOLECC C NCMNOIb30BAHNEM METOAMHECKNX MATEPMASIOB, pa3paboTaHHbIX CreumanncTamMmm
komMnaHum Cisco — nuaepa MUPOBOW MHOYCTPUN CETEBLIX TEXHOIOMMIN 11 060PYA0BaHNA 19 CETU
VHTepHeT. PagpaboTtaHHasa nporpaMmma MHHOBALWIOHHOIO 06y4eHus Npru3HaHa Hanbonee
hyHOaAMEHTaNbHOM 1 MeTOONYECKM NpopaboTaHHom B obnacTtu NT-o6pasosaHng. OHa He npuBa3aHa
K KOHKPETHOMY Mpon3BoauTesto 060PpY0BaHUS, HE SBASETCH YaCTbiO PEKIaMbl UV MapPKETUHra
KaKoM-NnMb0o KOMMaHUM 1 HOCUT Cyry60 COoLMabHbI XapakTep.

Kypc «OcHoBbl UT: annapatHoe 1 nporpammHoe obecnedenmne MNK» (IT Essentials 5.0)
PEKOMEHO0BAH K BCTPaMBaHMIO B MPOrpaMMbl, pacCHMTaHHble Ha 36 nin 72 akageMUyecKnx Yaca.
Kypc pekomMeHayeTcs cnyluatesisaM, He UMEKLLMM NPeABapUTENbHON NOArOTOBKK, B Bo3pacTe oT 13
NET 1 OPUEHTUPOBAH Ha NOJTyYEeHNe NPaKTUHECKX HAaBbIKOB: He MeHee 50% ayauTOPHbIX 3aHATUIA
PEKOMEHOYETCA MOCBSALLATL STabopPaTOPHBIM 1 MPAKTUYECKM 3aHATUSAM, MPEOYCMOTPEHHbBIX AaHHbIM
KYPCOM.

B pamkax Kypca ydalimecs HayqaTcsa cobupaTtb KOMMBIOTEPbI U YCTaHaBIMBATL Pas/iyHbIe
Bepcum onepaumoHHon cuctembl (OC) Windows (XP, Vista, Windows 7), ycTaHaBnneaTb U
obenyxnBaTb nepudepuiiHble YCTPONCTBA, MOJTyYaT 3HaHWSA 06 apXUTEKTYPE NTOKANbHbIX CETEN U
0 paboTe HEKOTOPbLIX CETEBbLIX MPOTOKOJI0B, CUCTEM BUPTYaANN3aLIMM, a TakKKE NO3HAKOMATCH C
MOBUIBHBIMK YCTponcTBaMn Ha 6a3e Android 1 iOS n NproBpeTYT NpakTUYeCKe HaBbIKK MO
YCTPAHEHNIO HEMOTAO0K.

MO OKOHYaHWK 3AaHATUIA yHalLMecs NoyyaT UMEHHOW CepTudmnKaT MexxayHapoaHoro obpasua
06 ycnewHoM NpoxoxaeHun kypca B Akagemun Cisco. NomMnumo 3Toro oHv ByayT roToBbl K coaqve
MEeXOYHapPOAHbIX 3K3aMEHOB Ha NonyyveHme Taknx ceptrudmkaros kak CompTIA A+ (B NOSHOM
obbeme) n EUCIP IT Administrator (4acTnyHO), NprdHaHHbIX BeayLwmmMmm N T-koMnanuamy BO BCEM
MUpe.

Y4yebHbin kypc «OcHOBbI WT: annapatHoe 1 nporpammHoe obecnederune K> (IT Essentials 5.0)
pacLUVpSeT 1 yraybnaeT y4ebHyto nporpamMmmy no MHopmMaTtuke s 0bueobpasoBaTebHON
LWKOSbI. HaBbIkK, MOJTyYEHHbIE B XOAE N3YHEHUS KypCa MOXHO CPasy Xe NPUMEHSATb Ha NMPakTuke —
HacTpauBaTtb VT MHppacTpyKTypy A0Ma, B LUKONE UM PACCMOTPETb BapUaHTbl TPYO0YCTPONCTBRA.
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U,EHVI n 3agavim AuCcumnJinHbI

Llenbto nay4yeHus ancumninHbl SBAseTcs NprnobpeTeHmne 3HaHU O KOMIOHEHTaX HACTObHbIX U
NEepPEeHOCHbIX KOMMbIOTEPOB, HABLIKOB YCTAHOBKM MPOrpaMMHOro 1 annapaTHOro obecrneyeHus,
OBHOBAEHWNI, YCTPAHEHWST HEUCTIPABHOCTEWN.

OCHOBHOW 3aga4er 4aHHOroO Kypca aBAsSeTCs NOAroToBka K paboTe Ha HayYalbHbIX MO3ULMSX B
cdhepe NHHOPMALIMOHHBIX TEXHOOMMIA MPU Pa3/INYHBIX YCIOBUSIX:

*  KOPMNOpaTUBHbIE UM MOBWIbHBLIE CPEdbI, e YacTo TPebyeTCHa NMYHOE B3aMMOAENCTBUE C
knmeHToM. Croga OTHOCATCS AOJPKHOCTM KOPMOPaTUBHOIO UHXeHepa, VIT-agMuHucTpartopa,
BbIE3OHOI0 UH>XXeHepa n nHxeHepa no MNK;

* ypaneHHas paboTa, B KOTOPOM 0COB0€e 3HAYEHMNE UMEET B3aUMOAENCTBUE C KIIMEHTAMM U UX
oby4deHne, a Takke NPobembl, CBA3aHHbIE C ONepaUMOHHBIMU CUCTEMAMK 1N TEXHONOTUSIMIA
nepefayvn OaHHbIX;

* paboTa, CBA3aHHas r1aBHbIM 06pa3oM C 060PYAOBAHNEM 1 B MEHbLLEN CTENeHW TpebytoLLas
B3aMOLENCTBUS C KIIMEHTaMMU.

Mo OKOHYaHUK Kypca cayLlaTenn 6yayT NoAroToBseHb! K paboTe Ha CNeayroLmnX AO/HKHOCTSX:
VT-agMUHUCTPATOP, COTPYOHVK CNy>XObl YOANEHHOM TeXNoA0ep»XXKN, PaboTHUK TEXHUYECKOro
06CNY>KMBaHNA Ha BblE3E, MHXEHEP MO 0bcnyxmBaHunto MK, onepatop LeHTpa 06paboTKM 3BOHKOB

v ap.

MecTOo AMCLUMUNJINHDbI B oGpasoBaTeanoﬁ nporpamme

[aHHbIN KypC He TpebyeT NpeaBapUTESbHbIX CheLMasibHbIX 3HAHUA, MO3TOMY MOXKET OblITb
BCTPOEH B OCHOBHYIO UM OOMNOHUTENBHYIO 06pa30oBaTeIbHYO NPOrpaMMy Ha HauaslbHbIX CTaamsX
0bydeHna crylaTenen B paMmkax 0CBOeHUs 6a30BON KOMMbIOTEPHOW MPaMOTHOCTU, KyPCOB
NHOPMATNKN 1 MHDOPMALIMOHHBIX TEXHOIOMIA.

KOMﬂeTeHLI,VIVI U HaBblKU

OCHOBHYIO KOMMETEHLIMIO, KOTOPas AO/MKHA ObiTb ChopMmUpoBaHa y 00y4atoLLIMXCS MO AaHHOMY
KYPCY, MOXHO CChOpMYIMPOBaTh Kak «CrMOCOOHOCTb OCYLLIECTBATL TUMOBbIE Onepavm no
aKcnnyaTaumm, cOopKe, HaCTPOMKE U AMAarHOCTUKE NepCOHAbHbIX KOMMbIOTEPOB, NepUdepUinHbIX
YCTPOWCTB 1 ONepaLyioHHON CUCTEMbI» .

1o OKOH4YaHWUM KypcCa cnywatesin nonyvaroT HaBbiKy BbINMOJIHEHNA CNenyroLLINX 3a0aud:

* [laBatb onpegeneHmne NHHOPMaLIMOHHBIX TexHoormin (UT) 1 onncbiBaTe KOMMOHEHTbI
nepcoHasnbHoro koMmnetoTepa (MK).

*  OnucblBaTb NpoLEeaypPbl TEXHUKW BE30MACHOCTY 1 CNOCObbI 3aLUWTbl 060PYO0BAHNSA 1 NIOOEN
OT HECHYACTHbIX C/Ty4aeB, MOBPEXOEHUI U 3aparKeHs.

*  BbINoAHATb NO3TanHyto COOPKY HACTONBHOIO KOMMbIOTEPA.
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e OOGBACHATL LieIV N1aHOBOIO TEXHUYECKOrO 0OCYXNBAHNS 1 ONPeaensaTh 3/1eMeHTb!
npoLecca noucka 1 ycTpaHeHs HeMCNpPaBHOCTEN.

* YcTaHaenmBathb onepaumoHHyto cuctemy (OC) 1 OpreHTUPOBAaTLCS B HEW.
* HacTpamBaTb KOMMbOTEPb! ANA NOOKITOHEHUS K YXKE CYLLIECTBYIOLLIEN CETU.

® OCyLLl,eCTBJ'IﬂTb OBHOBAEHWE NN 3aMeHY KOMIMOHEHTOB MNopTaTMBHbIX KOMIMbIOTEPOB B
COOTBETCTBUN C I'IOTpe6HOCTF|MI/I KIMMeHTa.

*  OnucbiBaTb PYHKUUM U XapaKTEPUCTUKMA MOBUSIbHBIX YCTPOMCTB.
* YCTaHaBnMBaTb NPUHTEP 1 HACTPaMBaTb €ro 419 COBMECTHOIO MCMOMb30BaHMIS.

*  [lpuMeHsTb 6a30Bble MPUHLMMLI PU3NHECKON 6E30MaCHOCTU 1N 6e30MacHOCTV NPOrPaMMHOro
obecneveHvs.

*  JleMOHCTpUPOBAaTb BbICOKMI YPOBEHb HABLIKOB OBLLIEHNUS 1 NPOdECCHMOHANIBHOE MOBEAEHNE
npu paboTe C KNnMeHTamu.

*  BbINOAHATb NAHOBOE TEXHUYECKOE 0OCNYXKMBAHME W MPUMEHATL AOMNONHUTEbHBIE METOAbI
MOMCKa 1 yCTPaHEHWS HENCMPABHOCTEN.

*  OnpenensTb NOTPEOHOCTU KNNEHTA, aHaIM3UPOBATh BO3MOXXHbIE KOMMIEKTALIMN 1
HACTPOWMKW 1 NPeOOCTaBASATb PELLEHNS UM PEKOMEHAALIMM KNNEHTY MO annapaTHOMY
obecneyeHmnio, onepaumoHHbBIM CUCTEMAM, CETAM 1 6€30MacHOCTU.

OnucaHue Kypca

HaHHbIn Kypc obecnedmBaeT NoapobHoe BBeAeHME B oTpacsib T n rnybokoe naydeHne
NepCOHasIbHbIX KOMMBIOTEPOB, 060PYAOBAHWSA 1 ONEPaLMOHHbBIX crucTem. Cnyluarenn n3yyatoT
pPaboTy PasMYHbIX KOMMOHEHTOB 060PYA0BAHNA U MPOrPaMMHOIo 06ecnedeHns 1 aydllne
METOb! MNaHOBOIO TEXHUHECKOrO OBCYXMBAHWS, 3aLLMTbI 1 6€30MacHOCTU. Ha NnpakTn4eckmnx
NabopaTopHbIX 3aHATUAX CAYLLATENN y4aTCa cobupaTh 1 HaCTpamBaTb KOMMBIOTEPSI,
yCTaHaBNMBaTb OnepaumoHHble cucTembl 1 MO, BbINOMHATL MOAKIIOHEHME K CETU, a TaKXKe
HaxoOuTb N YCTPaHSATb HEUCMPaBHOCTM 0OOPYAOBaHWSA 1 MPOrPaMMHOr0O 0becrnedeHus.
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naBa/Paspen

Llenu/3apaun

naea 0: OcHoBbI UT

BBepgeHue B oTpacnb UHPOPMaLMOHHBbIX
TEXHOJIOTUMA.

0.0 HaBurauus no kypcy

BBeneHve B yHKUMM HaBUrauum no y4ebHomy
Kypcy.

0.1 BBegeHue B MHpOPMALIMOHHBIE TEXHONOMU

BBefeHne B OCHOBHbIE MOHSITUS [MaBbl.

0.2 Otpacnb UT

Paccka3s npo ceptudumkaTtbl U pasnuyHbie
MNHXXEeHepHble JOMKHOCTK B oTpacnu UT.

naBa 1: 3HaKOMCTBO € NepCcoHarnbHbIM

KOMMbIOTEPOM

0630p KOMMNOHEHTOB 6a30BOW NEPCOHaNbLHON
KOMMbIOTEPHOM CUCTEMbBI

1.1: CuctemMbl nepcoHanbHbIX KOMNbIOTEPOB

OnucaHue nepcoHaribHbIX KOMNbTEPHbIX CUCTEM

1.2: Bbibop KOMNOHEHTOB KOMMNblOTEPA ANsi 3aMeHbl

OnwncaHue cuTyaumi, B KOTOpbIX Heobxoamma
3aMeHa KOMMOHEHTOB KOMMbIOTEPA

1.3: Komnnekrauuu cneunanmanpoBaHHbIX

KOMMbHOTEPHBLIX CUCTEM

OnwncaHue koMmnnekTaumn obopygoBaHus
KOMMbIOTEPOB AMS peLleHns cneLnduyeckmnx
3agay

naBa 2: JllabopaTopHble npoueaypbl 1

ucnosnb3oBaHUe MHCTPYMEHTOB

[OeMoHcTpauus 6e3onacHbIX npoueayp
paboTbl B naboparopuu, npaBUsibHOro
MCNoNb30BaHUA UHCTPYMEHTOB U CNOCOGOB
c6OpKK NepcoHanbLHOro KoMnbTEpPa

2.1: Npouenypbl 6e3onacHo paboTbl B nabopaTtopuu

Paccka3 npo ycnosus 6e3onacHoi paboTbl u
6e3onacHble nabopaTopHble npoueaypbl

2.2: NpaBunbHOE NCMONb30BaHME NHCTPYMEHTOB

OnpepgeneHne MHCTPYMEHTOB 1 MPOrpaMMHOTO
obecneyeHus:, UCNONb3YEMbIX C KOMMNOHEHTAMU
NepCcoHanbHOro KOMMbIOTEPA, U UX Ha3HAYEHNS!

naBsa 3: C6opka koMmnbloTEpa

C6opka HacToNbHOro KOMnbITEpPa U3
COBMECTUMbIX KOMMOHEHTOB U OGHOBNEeHne
KOMMNbIOTEPHOW CUCTEMbI B COOTBETCTBUM C
Tpeb6oBaHUAMMU

3.1: Cbopka KomnbloTepa

C6opka komnbloTepa

3.2: 3arpy3ska komnbtoTepa

BbinonHeHne nepBon 3arpy3ku KOMMbOTEPa

3.3: ObHoBneHne n HacTponka MK

BbinonHeHne o6HOBNEHNSI U HACTPONKM
KOMMOHEHTOB KOMMbIOTEPHOW CUCTEMbI B
cooTBeTCTBUM C TpeboBaHWAMU KNMeHTa

naBa 4: 0630p npodmMnakTMyeckoro

obcnyxXuBaHus

Paccka3 npo uenu u ocHoBHble NpaBuna
npodunakTuyecKoro o6cnyxmBaHusa n
npoueaypy NouMcka U ycTpaHeHUsi Henonagok

4.1: MNpodunakTnyeckoe obCnyxmBaHue

OnwucaHue uenew u NpenMyLLeCTB
npodnnakTM4ecKoro o6CnyxmBaHns
nepcoHanbHbIX KOMMbIOTEPOB

4.2: MNpoueaypa noncka n ycTpaHeHnst Henonagok

OnpepfeneHne 3TanoBs npoLeaypbl noucka u
yCTPaHeHNs1 HEMONAaAOoK U ee BbINOMHEHVE A4S
OCHOBHBbIX Henonaaok MK

naBa 5: OnepaunoOHHbIE CUCTEMbI

YcTaHOBKa 1M UCMONIb30BaHMWe onepaunoHHON
cUcTeMbl

5.1: CoBpeMeHHble onepaunoHHble CUCTEMBI

Paccka3 npo HazHauyeHne onepaunoHHON
cucTeMbl

5.2: YcTaHoBKa onepaunoHHON CUCTEMbI

BbinonHeHne ycTaHOBKU ONepauvoHHON CUCTEMbI

5.3: Mpadmnueckmn nHTepdeinc nonbL3oBaTens n

M3yyeHne oCHOBHbIX CPeACTB 1 annneTos
rpadunyeckoro nHTepdenca nonb3oBarens
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MaHenb ynpaenexusa Windows

Windows

5.4: KnneHTckas BupTyanusaums Pacckas npo KIMEHTCKy0 BUPTYyanu3aumo
5.5: CtaHAapTHble MeToAbl NPOUNAKTUHECKOTO OnpepeneHne n NpUMeHeHne CTaHgapTHbIX
NprMemMoB NPOUNaKTUYECKOro 06CNY>XUBaHWA Anst
obcnyxmBaHNs onepauyoHHbIX CUCTEM
onepaLyuoHHbIX CUCTEM
5.6: OcHoBHasi npoueaypa novcka n ycTpaHeHus

Henonaaok Ana onepaunoHHbIX CUCTEM

Mowck 1 ycTpaHeHne Henonagok onepauyoHHbIX
cuctem

naBa 6: Cetn

BBeaeHue B NpUHLMNbI, CTaHAAPTbI U
Ha3HaueHue ceTen

6.1: MpuHUMNbI OpraHusaumm ceTen Paccka3 o npuHumMnax opraHusauum ceTen

6.2: peHnTudpmkaums ceten OnucaHue TVNoB ceTeil

6.3: OCHOBHbIE MOHATUSA U TEXHONOrMN OpraHu3auum OnNCaHNE OCHOBHLIX MOHSTUI 1 TEXHOMOMMIA
ceTen opraHusauum ceTtemn

6.4: dN3NYECKNE KOMMOHEHTbI CETH OnvcaHue U3NYecKX KOMMOHEHTbI CETU

6.5: Tononoruu ceTeit OnvcaHure Tornonorumn ceten

6.6: Ctangaptbl Ethernet Onucanue ctaHgaptoB Ethernet

6.7: Mogenu aanHbix OSI n TCP/IP Pacckas o mogensix aaHHbix OSI n TCP/IP

6.8: MoaKoUeHNEe KOMMbIOTEPA K CETH Moakrnio4eHne KoMNbIOTEPa K NPOBOAHONA 1

6ecnpoBoaHOM ceTu
6.9: BbIGOp TUMa MOAKMIOYEHUs K NOCTaBLUMKY YCAYT Onpegenexvie Ha3BaHWi, LENen U XapakTepucTuk

poctyna k UHTepHeT

APYrviX TEXHOMOTWI, MPUMEHSIEMbIX AMNsi
YCTaHOBKM CBA3U

6.10: CTaHgapTHble METOAMKN NPOUNAKTUHECKOrO

obcnyxuBaHus ons cetemn

OnpepeneHve u NpUMEHeHNe CTaHAAPTHbIX
MeTOoAMK NPOUNAKTUIECKOro obCcnyXmBaHus ons
ceTen

6.11: OcHoBHas npoueaypa noucka u ycTpaHeHusi

Henonaaok Ans ceten

lMouck n ycTpaHeHne Henonaaok ceTen

naBa 7: NopTaTUBHbIE KOMNbLIOTEPbI

0630p KOMMNOHEHTOB 6a30BOro NOPTaTUBHOTO
KOMMbloTepa

OnncaHue HazHayeHus1 PYHKLMOHANbHbIX

7.1: KOMNOHEHTbI NOPTATUBHbLIX KOMMbLIOTEPOB
KOMMOHEHTOB MOPTATUBHOIO KOMMbIOTEPA
7.2: KOMNOHEHTLI MOHUTOPa MOPTaTUBHOrO OnMcaHNe KOMMNOHEHTOB MOHUTOPA MOPTATUBHOIO
KoMMbloTepa KOMMbtoTepa
7.3: MUTaHMe NOPTATUBHOTO KOMMbloTEpa OnucaHne HacTpoViku NapaMeTpoB NUTaHUS ANs
nopTaTMBHOIO KOMMbOTEPA
7.4: TexHonorun 6ecrpoBOAHON CBSA3M B NOPTATUBHBIX |  nucanme TexHonormit 6eCrpOBOAHON CBA3N B
KOMMbloTepax nopTaTMBHbBIX KOMMbIOTEPaX
7.5: YcTaHoBKa 1 HacTpovika 06opyaoBaHus
OnucaHue CHATUSA M yCTaHOBKM KOMMOHEHTOB
KOMMOHEHTOB MOPTATUBHOIO KOMMbIOTEPa nopTaTMBHOIO KOMMbOTEPA
7.6: CTaHAapTHble MeToAbl MPOMUNAKTUYECKOTO Onpepnenenne cTaHaapTHLIX METOAOB
npodunakTnyeckoro obcnyxmsaHns ans
o6cnyXmBaHMs AN NOPTATUBHBIX KOMMNbIOTEPOB pod Y A
nopTaTMBHBIX KOMMbIOTEPOB
Mownck n ycTpaHeHne Henonagok NopTaTMBHbBIX
7.7: OcHoBHasi npoueaypa novcka n ycTpaHeHus

KOMMbIOTEPOB
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Henonagok Ana nopTaTUBHbIX KOMMbOTEPOB

naBa 8: MobunbHble ycTponcTBa

OnucaHue pyHKLMNA U BO3MOXHOCTEN
MOGUNbLHBLIX YCTPOUCTB

8.1: Ob630p 060pyAOBaHUS MOBUIMBbHBLIX YCTPONCTB

Paccka3 06 060pygoBaHMM MOBUIbHBIX YCTPOWCTB

8.2: OnepauuoHHble CUCTEMbI MOBUINBbHbBIX YCTPOWCTB

OnncaHue yHKUNUIA N XapaKTeprUCTUK
onepaumoHHbIX CUCTEM MOBUMbHBIX YCTPONCTB

8.3: CeTeBas CBA3b M 9MEKTPOHHas noyta

YcTtaHoBka 6a30BOV CeTeBOM CBSI3N U HACTpoviKa
3ANEKTPOHHON MOYTbI

8.4: Cnocobbl 3awmTbl MOBUINBHbBIX YCTPOMCTB

CpaBHeHve v BblgeneHme oTnnyuii cnocobos
3aLWmMTbl MOBUMbHBIX YCTPONCTB

8.5: OcHoBHasi npoueaypa novcka n ycTpaHeHus

Henonagaok Anst MoburbHbIX YCTPONCTB

[Mouck n ycTpaHeHne Henonagok MOOUIbHbIX
yCTPONCTB

naBsa 9: MNpuHTepbI

YcTaHoOBKa, UICNONb30BaHUe U COBMECTHOe
Mcnonb30BaHWe NPUHTEPOB

9.1: Obwme pyHKUNM NPUHTEPOB

OnuncaHune yHKUNIA, KOTOPbIE ABMAOTCA 06LLMMU
Ans 6onblUMHCTBA NPUHTEPOB

9.2: Tvnbl NpUHTEPOB

OnvcaHue pasnuyHbIX TUMOB NPUHTEPOB

9.3: YcTaHoBKa 1 HacTpovika NpUHTEPOB

YcTaHoBKa 1 HacTpovika npuHTepa

9.4: CoBMECTHOE MCNOb30BaHNE NPUHTEPOB

OnvcaHue npoueayp COBMECTHOTO
MCMONb30BaHWsi MPUHTEPOB W HACTpolika
NpvHTepa Ansi COBMECTHOMO UCMOJb30BaHWS

9.5: MeToabl npochmnnakTu4eckoro obcnyxmeaHusi ons

NpVHTEPOB

OnncaHue MeToAoB NPOUNAKTUHECKOTO
obcnyxuBaHusa Anst npuHTepa

9.6: OcHoBHas npoueaypa novcka n ycTpaHeHus

Henonagok Anda NpuHTepos

Mowck 1 ycTpaHeHue Henonagok NPUHTEPOB

naea 10: Be3onacHocTb

OnucaHue aTak, KOTOpble YrpoXalT
6e30nacHOCTU KOMNbLIOTEPHOrO 060pyAOoBaHUA
M Nonb3oBaTeNbCKUX AaHHbIX, a TaKke
Cnoco60B CHMXEeHUsA yepba oT HUX

10.1: Yrpo3sbl 6e3onacHocTh

OnwncaHue yrpo3 6e3onacHocT

10.2: MNMpoueaypbl 6e3onacHoCcTn

OnpepgeneHue npouenyp 6esonacHocTn

10.3: CtaHgapTHble MeToAbl MPOMUNAKTUYECKOrO

obecnyxuBaHua ansa obecneveHns 6esonacHocTn

OnpepeneHne OCHOBHbIX METOL0B
npodmnakTM4yeckoro obcnyxmeaHns ons
obecneyeHns 6esonacHoCcTn

10.4: OcHoBHasi npoueaypa noucka u ycTtpaHeHusi

Henonaaok Ans obecneyeHus 6e3onacHoOCTH

Mouck n ycTpaHeHne Henonagok obecneyeHus
6esonacHocTn

Maea 11: Cneunanuct no UT

OnucaHue ponen U OTBETCTBEHHOCTEN
cneuunanucta no UT

11.1: HaBblkn o6Lenuns n cneumanuct no AT

Paccka3 0 Tom, no4YemMy XOpoLUME HaBbIKK
o6LLeHNst ABNSATCA BaXHENLLeR YacTblo paboTbl
B cchepe UT

11.2: OTnyeckne u pugnyeckue BoNpockl B oTpacnu
nT

OnucaHue pUaNYECKUX U STUYECKMX BOMPOCOB,
BO3HMKaoLWumx B oTpacnu T, n agekBaTHon
MOZEenu NoBeAeHUs MPY CTONKHOBEHUW C HUMU

11.3: VilxxeHepbl LeHTpa 06paboTku BbIZOBOB

OnwncaHue onepauvoHHON cpefbl U 06siI3aHHOCTEN
MHXeHepa LeHTpa 06paboTku BbI30BOB
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MnaBsa 12: lononHUTeNbHbINA NOUCK U yCTpaHeHue MOMCK M yCTpaHeHNe CIOKHBIX HeNONMazAoK

Henonagok o6opyAoBaHus U NporpamMHoOro o6ecneveHus

12.1: KomMnoHeHTbI KoMnbloTepa v nepudepuiiHbie MOWCK M yCTpaHeHe Henonaaok KOMIOHEHTOB

yCTpoWcTBa KOMMbloTepa 1 nepudepuiiHbIX yCTPOMCTB

Mowck 1 ycTpaHeHue Henonaaok onepauyroHHbIX
cuctem

12.2: OnepaunoHHble CUCTEMBI

12.3: Cetn Mownck n ycTpaHeHue Henonagok cetew

Mowck 1 ycTpaHeHne Henonagok NopPTaTUBHBIX
KOMMbIOTEPOB

12.4: MNopTaTuBHbIE KOMMNbBIOTEPDI

12.5: MNpuHTepbI Mouck u ycTpaHeHne Henonaaok NPpUHTepoB

[Mouck n ycTpaHeHne Henonagok obecneyeHus
6esonacHocTn

12.6: be3sonacHocTb

(DOprI KOHTPOJIA NO AucuunsiinHe

TeKkyLWnii KOHTPOSb

TeKkyLLUMM KOHTPOJIb YCMEBAEMOCTY OCYLLIECTBNAETCA HA OCHOBE MPOBEPKM BbIMOSTHEHNSA
NPaKTUYECKMX 3af4aHNA 1 1abopaTopHbIX PaboT, B TOM YMCTIE BbINOHAEMbIX B cumynaTope Cisco
Packet Tracer, a Takke Ha OCHOBE MHTEPAKTUBHbBIX KOMMBIOTEPHBIX TECTOB, KOTOPLIE COAepXaT
KOHTPOJIbHBIE BOMPOCHI MO K&XXA0N N3yHaeMon TEME 1 OOSKHbI ObITb COAHbI CAyLLATENAMU B XO4E
y4ebHOro nepvopa.

Mo uToram ycnewHom caadn TectoB (6onee 80% NpaBuibHbIX OTBETOB) CyLLIATENN MOTYT
OOMOTHUTEIbHO MONYYNUTh CreyuasibHoe NooWpUTENsHOE NUCbMO 0T Cisco, NoaTBepXKaatoLLLee
NX 3HAYUTESIbHbBIE YCMEXM B OCBOEHUM MaTepuana.

CamocToATeNbHbIN KOHTPO/b

Cnywatenn nmeT BO3MOXHOCTb MNPy CAMOCTOSATENIbHOM (B TOM YUCNE U BHEAYAUTOPHOM)
N3YYEHUN VHTEPAKTUBHOIO Yy4ebHMKa OTBEeYaTb Ha KOMMbIOTEPHbIE TECTbl W KOHTPOJIbHbIE
BOMPOCHI, UMEIOLLMECHA NOCTIE KaXXO0W rNaBbl.

BOMBWNHCTBO MpakTUYecKnX 3afaHui, KOTOopble NpeaHasHayeHbl ON9 CaMOCTOATEIbHOIo
BbINOJTHEHWS, TakXXe COOep>XaT KOHTPOJIbHbIE BOMPOCHI W YNP&XKHEHUS, a «BUPTyasibHas
nabopatopusg» ons NHTEPaKTUBHOM cbopku/pazbopku KOMMbIOTEPA no3BosiseT
NPOKOHTPONNPOBATb YMEHUA U  HaBbIKM B pPEXUME Ccumynaumm 6e3  yrpo3bl  MOJIOMKK
obopynoBaHus.

CnywaTtenam Takxe OOCTyneH psf 1abopaTtopHbIX paboT, KOTOPbIE BLINOSHAOTCH B Cpeae
NHTEpakTMBHOrO  cumyndartopa Cisco Packet Tracer. [OanHHoe [10  OOCTYynNHO  BCeM
3aperncTpmpoBaHHbiM ciylatensam Ceteson akagemum Cisco 6ecnnartHo.
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NTOroBbI KOHTPOSb

LononHNTENBHO ANS KOHTPOAS YCBOEHWS 3HAHN 1 YMEHWIA NPedyCMOTPEH UTOrOBbIN
KOHTPOJIb, KOTOPbIN NPOBOASATCS Kak B (DOPME KOMMIEKCHbIX N1abopaTopHbIX padoT, Tak 1 B hopme
NTOrOBOIr0 KOMMBIOTEPHOIO TECTUPOBAHNS. K MPOXOXAEHNIO UTOrOBOrO KOHTPOSA AOMYCKaTCH
TOJIbKO Te CyLlaTenu, KOTopble YCMNELLHO caav BCE MPOMEXYTOYHbIE TECTbI U BbINOSHUN BCE
3afaHus.

TeopeTnyeckme 3HaHVS NPOBEPSAOTCA C MOMOLLBbIO MTOrOBOro ((huHaibHoro) sk3ameHa. Coaqa
MOXXET OCYLLLECTBIATLCS He 6o1ee OBYX pas.

[ns NpoBEpKM NPaKTUYECKMX HABbIKOB MPEnoAaBaTe/lb MOXET UCMOIb30BATb Y>KE rOTOBbIE
KOMI/IEKCHbIE /1a60paTopHbIE PaboThI.

Cpoada nToroBoro (hrMHabHOMO) aK3aMeHa, UTOroBOW 1abopaTopHOn paboThl, a TakKe
3anosiHeHne POPMbl 06PATHOM CBA3M C OT3bIBOM O Kypce HeO6XoauMbl A5 NONyHEeHUS
ounupmanbHbIX cepTudmkaToB koMnanum Cisco 0 NpoxoXxaeHun obydeHus no kypey «OcHoBbl UT:
annaparHoe 1 nporpammHoe obecnedenmne MNK» (IT Essentials) nporpammbl CeTeBOW akageMmm
Cisco.

O6pasoBaTtesibHble TEXHONOMMU

B ocHoBy nporpammbl CeTeBon akagemmm Cisco NoSoXKeHa MHHOBALMOHHAA MOOENb,
coveTaroLas TPaauLMOHHBIM MPOLECC 0ByYEHMS Mo, PYKOBOACTBOM MpenoaaBarend v
ONCTaHUMOHHYIO MOArOTOBKY Ha 6a3e NHTEPHET-TEXHOMOMMIA. Takon HOBATOPCKNA NOAXoq, K
0bpasoBaTeslbHOMY MPOLIECCY NO3BONSET OAHOBPEMEHHO MOYYUTL FNYyBOKME TEOPETUHECKME
3HaHWS 1 Pa3BUTb NPaKTUYECKNE HaBbIKK B 06nactu NKT.

3HaunTENBHOE BHMAHWE B KypCe YAENAETCS aKTUBHBIM U MOTUBALMOHHBIM METOOAM
NpenofaBaHns, KOTOPble NOAPa3yMEBAIOT NPOBEAEHME OENOBbIX UMD AN MOAENPOBaHNS
NoBeAeHVS TEXHNYECKOrO CneumanmcTa B peasbHbIX pabo4rnx CUTyaumsax, UCNoib30BaHme
BUPTYa/IbHbIX KOMMBIOTEPHbIX CTEHO0B U APYrX COBPEMEHHbBIX YHEOHO-METOONYECKMX CPEACTB.

B pacnopskeHnn npenofasaTens CneayroLlme seMeHTbl, MO3BOMAILLME NPENnoaaBaTeso
00BUTLCS MakCcUMabHOM SPMEKTUBHOCTM 06pPa30BaTeIbHOro NpoLecca:

*  VIHTEPaKTUBHbIN YHEOHNK

*  COOpHMK NabopaTopHbIX paboT

*  PykoBOAOCTBO MO MJAHUPOBAHUIO Kypca

e Cnangbl ons npes3eHTaummn

*  OnnavH cuctema ynpasneHunsa obydeHnem Cisco NetSpace

*  DNEeKTPOHHas OLEHOYHasd BEOOMOCTb C BO3MOXHOCTBIO MMOKOW HACTOMKM NapaMeTpOB

*  VIHTEepaKTUBHbIE CUMYNSATOPbLI COOPKK/Pasbopkn MK 1 NOpPTaTMBHOIO KOMMBKOTEPA
(BupTyanbHasa nabopatopus)

*  HTepakTuBHbIM cumynsaTop Cisco Packet Tracer

* CuctemMa 3akasa ourumanibHbIX CEPTUDNKATOB O MPOCYLIMBAHNM Kypca U MOOLLPUTENbHBIX
nMcem
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TemaTu4yeckumn nnaH Kypca

Kypc cocTaBrieH C y4eToM TpeboBaHUn MexxayHapoaHown ceptudmkaumm CompTIA A+. Beuay
TOrO, 4YTO KypC pPacrnpoOCTpaHsSeTCa B pasHbiXx CTpaHax C pa3HoOW CUCTEMOM 0OpasoBaHna U
pasnnyHbIMM - TpeboBaHMSMK K 0BpasoBaTeslbHOMY — MPOLECCy, pa3paboTymMkm  Kypca  He
YCTaHaB/AMBAIOT OrpaHVYeHUn Ha  akageMUYecKyrd MNPOOOSDKUTENBHOCTb U MHTEHCUMBHOCTb
noaroTOBKW ChyLlATENen, OCTaBNsas 3TOT BbI6op nmpenogaBatesnto. [Npy MUHUMaNbHO BO3MOXKHOM
NPOOOPKNTENBHOCTU NIOOOro Kypca B paMkax nporpammbl CeTeBon akagemumn Cisco — 3 Hegenu,
PEKOMEHOOBAHHOE KOMIMYECTBO akaQeMUYeCKMX HacoB Ha Kypc — 72. B npakTuke npenonaBaHus
[aHHOro Kypca B Poccun Kak npaBmio NpoaosPKUTENIbHOCTL Kypca cocTaBAgeT OT 36 Ao 144 yacos.

B 3aBMCKMMOCTM OT YPOBHSI MOArOTOBKM YYEHMKOB MPEnogaBaTesib MOXET MMOKO BapbUpOBaTb
HaMOJIHEHME 3aHATUN, BbIOMPATb KIOYEBBIE TEMbI U aKLUEHTMPOBATb HA HUX BHUMaHWe, 6onee
0030pHO OCBeLaTh Apyrne TeMbl UM BOBCE MPOMYyCKaTb KakMe-TO Y4acTu Kypca, eciv crywaTtenm
V>KE 3HAKOMbI C 3TUM MaTepuanioM. OHManH y4ebHUK 1 CUCTEMA YNPaBIEHNSA 00y4YEHEM NO3BONSAIOT
3TO Oenatb, a COOpHUK NabopaTopHbIX PaboT NPeacTaBneH OrPOMHBLIM KOIMHECTBOM YMPaXKHEHNIA,
N3 KOTOPbIX MPenoaaBartesib MOXET BbloMpaTtb OTAesbHble PaboThl HA CBOE YCMOTPEHME, MPOMnyckKas
apyrue, nnm genatb KOMMIEKCHbIE PaboTbl, KOMOUHUPYS HECKONBKO 3a0aHNM B OOHOM.

Hwke npenctaBneHbl ABa PacnpOCTPaHEHHbIX BapuaHTa 4YacoBOro MAAHMPOBAHUS  Kyca:
6a30BbI 1 COKPALLEHHbIN.

PexomennoBaHHbIl BapuaHT I1aHa Kypea (72 1)

KoanyecTBo 4yacoB
IIpakTHy. n
Bcero
Ne HaumeHnoBaHue pa3ienoB U TeM J1a0.
I PadoThI 4acoB
o TeMe

0. Benenue B kypc IT Essentials 0,5 0,5 1
1 3HAKOMCTBO C IEPCOHAIBLHBIM ] ] )

' KOMITBIOTEPOM
) JlaGopaTopHble mpoLeypsl U ] P 3

' WCI0JIb30BaHUE UHCTPYMEHTOB
3. C6opka koMIbIOTEpa 2 4 6

00630p TPOPUITAKTUIECKOTO
4. 1 0 1
o0CITy KUBaHUS

5. OnepanuoHHbIE CUCTEMBbI 2 8 10
6. Cetu 2 8 10
7. ITopraTuBHBIE KOMIIBIOTEPHI 2 4 6
8. MoOubHbIE YCTpOIiCTBa 1 2 3
9. [TpunTepsl 1 2 3
10. be3onacHocTh 2 6 8
1. Cneunanuct o UT 1 2 3
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12 JlonoTHUTEIBHEBIA ITOUCK U 5 8 10
' YCTpPaHEHHE HEMOJIAT0K

HTOroBpiii KOHTPOJIb

(mpoBepouHasi 1abopaTopHast pabora 2 4 6

U TECTUPOBAHUE)

Hroro: 20,5 51,5 72

CoxpanieHHbI BApHAHT IJIaHA Kypca (36 1)
KoanyecTBo 4yacoB
IIpakTHy. n Beero
Ne HanmeHoBaHMe pa3aejioB U TeM Jaab.
Al PadoThI 4acoB
o TeMe

0. Benenue B kypc IT Essentials 0,5 0,5 1
1 3HAKOMCTBO C IEPCOHAIBHBIM 0.5 0.5 1

KOMIIBIOTEPOM
) JlaGopaTopHble poreypsl U ] ] )

' HCII0JIb30BaHNE UHCTPYMEHTOB

3. C6opka koMIbIOTEpa 1 2 3

0O0630p MpopUITAKTUIECKOTO
4. 1 0 1

o0CITy KUBaHUS
5. OnepalnoHHbIE CUCTEMBI 1 3 4
6. Cern 2 3 5
7. ITopraTuBHBIE KOMIIBIOTEPHI 1 1 2
8. MoOubHbIE YCTpOIiCTBa 1 1 2
9. [TpunTepsl 1 1 2
10. be3onacHocTh 1 2 3
1. Cneunanuct o UT 1 1 2
12 JlonoTHUTEIBHEBIA ITOUCK U 5 5 4

' YCTpPaHEHHE HEMOJIAT0K

HTOroBpiii KOHTPOJIb

(mpoBepouHasi TaboparopHast pabora 2 2 4

Y TECTUPOBAHUE)

Hroro: 16 20 36
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TpeboBaHUA K OCHALLEHUIO KJlacca

[ns obecnedvenHnst ahHeKTUBHOCTI 0OpasoBaTeENbHOro NPOLIECCA PEKOMEHOYETCS
opraHn3oBathb B labopatopun oT 12 go 15 pabounx MecT 1 06ecneunTb OTAENbHbIN paboymi
KOMMBIOTEP KEXKAOMY YHEHVKY. [1p1n BbINOIHEHUM MPAKTUYECKNX 3a0aHUI Ha OOHOM /1ab0paTopHOM
KOMMbIOTEPE HE AO/HKHO COBMECTHO paboTaTth 60/bLUe ABYX YHEHUKOB. 15 HEKOTOPBIX
nabopaTopHbIX paboT NoTPebyeTcs, YTOObLI padoyme KOMMLITEPbLI YH4EHUKOB Oblv MOOKIIOYEHbI K
JIOKaNbHOW CeTu.

JTabopaTopHble KOMMbIOTEPBI chyLuaTenen 6yayT HaXoOUTbCHa B Pa3INYHbIX COCTOSIHUSX COOPKM
N PEMOHTA, MO3TOMY OHW HE MOTYT UCMOJIb30BAaTLCA A9 NPOCMOTPa y4ebHOro Kypca.
PekomeHayeTcs, 4Tobbl 1abopaTtopHble KOMMbIOTEPBI b/ OOVNHAKOBOW KOHMUIypaumm ong
B3aIMO3aMEHAEMOCTU KOMMIEKTYHOLLINX.

TpeboBaHuA K obopyaoBaHuto nabopatopHbix MK

*  Kopnyc NK 6alueHHoro tuna ¢ nutaHmnem 450 BT

* MartepuHckas nnata ¢ nogaepxxkon PCI, PCle nnn AGP

*  32-pa3psagHbin (x86) nnn 64-pa3psagHbin (x64) NPoLECCOop C TakTOBOWM 4YacTOTOM HE MeHee
1y,

* Pagmatop n BeHTUnatop oxnaxkaeHus LM

* 17b O3Y (Windows 7 32-pasp) nm 2 'b O3Y (Windows 7 64-pa3p) (pekoMeHOyTCs
BapuaHTbl 2 X 512 MB nan 2 X 1 T'B)
[ns HEKOTOPbIX NabopaTopHbIX paboT NoTpebyeTcs cHaTne ogHoro moayas O3Y, UTobbI
VMUTUPOBATb CUTYaLMIO C MOIOMKOW MOLOY/IA C LENbIO MoNcKa U yCTpaHeHus
HEeNCNPaBHOCTEN.
1 b g9BSeTCa MUHUMAabHLIM TPEOOBAHMEM O/151 MOSTHOLIEHHORO (DYHKLMOHNPOBAHMS
Windows 7 Professional

* MPUBOA MOKNX ONCKOB

e JKéctkui gmck Ha 60 I'b (MuHnumym); 80 I'B 1 6onee (pekoMeHayeTcs)

Cwuctema 0omkHa noaaep xmeaTb NoHyo yctaHoBky Windows 7 1 Hanudme elle OByx
pa3aesnioB TOro Xe pa3mepa.

* 1 npueog DVD (MuHumym) nnm npuson, CD/DVD ¢ dyHKUpen 3anncu (pekoMeHayeTcs)

* CeteBon aganTtep Ethernet

* [padmueckasa nnata PCI, PCle (pekomeHayetcs) nnu AGP, gpansep rpaduyeckoro
ycTpomncTea DirectX 9 ¢ WDDM 1.0 nnv Bbile

* Kabenn gns nogkntodeHms HDD/CD/Ouckosoaa

* Mblilwb

* Knasuarypa

*  MoHuTop ¢ paspelueHem Super VGA (1024 X 768) nnn Bbilwe
[MpuMedaHne. BiilenepedmcneHHoe 060pyaoBaHne MOXXET OblTb 3aMEHEHO Ha Apyrne
MOZENN, EC/IN UX XaPAaKTEPUCTUKN COOTBETCTBYIOT TPEBOBaHMSM WU NPEBbLILLIAIOT 1X.
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TpeboBaHUA K NporpaMMHomMy obecneyveHntio nabopatopHbix MK

B vHTepakTBHOM copep>xumomM Kypca IT Essentials 5.0 ocHOBHOE BHUMaHWE yaeneHo
onepaunoHHbIM cuctemam Microsoft Windows 7, Windows Vista n Windows XP ans cooTBeTCTBUS
uenam ceptudukaumm CompTIA A+. N8 yCnewHoro BbinoaHeHUs abopaTtopHbIX paboT Ha
nabopaTopHble KOMMBKOTEPLI HeobXxoaMMo ycTaHoBUTL OC Windows 7.

WHCcTpymeHTbl anAa pemoHTa MK gna nabopatopHbix paboT
B Habop MHCTPYMEHTOB AJ151 KOMMbIOTEPA OO/MKHO BXOAUTb CNeaytoLLEe:

. KpecToobpasHasa oTBepTKa

e (OTBepTKa C NJOCKMM LLINLEM

. LLlecTurpaHHble HaknaHble OTBEPTKN (PasHbIX pa3mepoB)
e OcTtporybupl (YyTKOHOCHI)

*  AHTUCTaTMHECKWNA BPaCnEeT U LUHYP

*  AHTUCTaTMHECKNA KOBPUK C 3a3EMJIEHHBIM LLIHYPOM
. 3alUTHbIE OYKU

. BesBopcoBasd TkaHb

e CpenctBo 019 OHNCTKM SNIEKTPOHNKN

. doHapuk

. Tepmonacta

. MyneTrmeTp (He 0653aTebHO)

. BannoH co cxaTbiM BO3AyXOM (He 06s13aTeNs6HO)

. TecTep 6/10KOB NUTaHUS (He 0BA3aTENBHO)

. Kycauku

. O6x1MHON NHCTPYMeHT (RJ-45)

. KabenbHbii cTprnnep (HOX)

. KabenbHble TeCTEPDI

. [eTneBble CETEBbIE 3ar/yLLUKM (HE 00A3aTEsIbHO)

OononHutenbHoe o6A3aTenbHoOe slabopaTopHoe o6opyaoBaHue
[ns Tononornn nabopaTopHbIX paboT NOTpebyeTcs cneaytollee obopyaoBaHme,
OOMNOSTHNTENBbHbIE MPUHAAIEXXHOCTY 1 BOSMOXXHOCTU:
* 1 nogknoydeHne K VIHTepHeTY O/19 noucka B VIHTEPHETE U 3arpy3kn OpanBepoB (3TO MOXET
ObITb KOMMNBIOTEP NpenofaBaTens)
e 1 npuHTep uim MOY ans COBMECTHOIO UCMOIb30BaHWA B KNacce
e 1 6ecnpoBOOHON MAPLLPYTL3ATOP CO BCTPOEHHbLIM CETEBLIM KOMMYTATOPOM 1 TOHKOWM
BecnpoBogHoro goctyna. PekomeHayetcs Linksys E2500 nnn ero skevBaneHT (B TOM
4yMCe Opyroro NPOM3BOANTENS) 019 COBMECTHOMO NUCMOIb30BaHNS B Klacce.
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e 2 BecnpoBofaHbix ceTeBbix agantepa PCl (COBMECTUMBIX C BblLLEHA3BaHHbIM
6ecnpoBOaHbIM MaPLLPYTN3aTOPOM/CETEBLIM KOMMYTATOPOM) A/151 COBMECTHOIO
NCMONb30BaHUS B Klacce

YctponcTea Ha Android nnm iOS aBnaioTCa ONUMOHATBHBIMU U HY>XKHbBI A5 TabopaTopHbIX
paboT no rnaee «MobusbHbIE YCTPONCTBA .
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