OIEHOYHbBIE MATEPHUAJIBI
JAEMOHCTPAIIMOHHOI'O ODK3AMEHA
BA30BOI'O YPOBHA

Tom 1

(KoMIUTIEKT OIIeHOYHOM JOKYMEHTAIINH)

Koa u HaumeHnoBanue npodgeccuu
(cmeunaJbHOCTH) CPeIHEro

npo¢eccCHOHAILHOT0 00Pa30BAHUA

09.02.06 CereBOoE ©W CHCTEMHOE

aIMUHHACTPUPOBAHUE

HaumenoBanue kBanudpukaumu

CeTeBOil M1 CUCTEMHBIN aIMUHUCTPATOP

denepanbHbIN roCy1apCTBEHHBIN
o0pa3oBaTeNbHBIM CTAaHAAPT CPEIHETO
pO(EeCCHOHATIBHOTO 00pa30BaHus 110

npodeccun (CrenuanTbHOCTH) CPETHETO

OI'OC CIIO 1o choenuaibHOCTH
09.02.06 CereBoe Hu CHCTEMHOE
aIMUHHCTPUPOBAHUE, YTBEPIKICHHBIMN

npuKa3oM MuHHCTEpCTBAa 00pa30BaHMUS

po(eCcCHOHATIBHOTO oOpazoBanus | u Hayku PO ot 09.12.2016 Ne 1548
(®roc Crnoy:
Kon KOMILJIEKTA onenounoi | KOJI 09.02.06-2023

AOKYMCHTAlINH




CTPYKTYPA KOMILJIEKTA OHEHOYHOM TOKYMEHTAIIUN

1. Kommiekc TpeOoBaHuMi [ MNPOBEACHUS JEMOHCTPALIMOHHOTO
HK3aMEHA.
2. Ilepeuenbp 000pynOBaHUS M OCHAILIEHUS, PACXOIHBIX MaTEpPHANIOB,
CpeaCTB OOYUYEHHS ¥ BOCIIUTAHUS.
[Tnan 3acTpONKM MIIOLIAAKH IEMOHCTPALMOHHOTO 9K3aMEHa.
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4. TpebGoBaHUA K COCTAaBY IKCIEPTHBIX IPYIII.
5. HHcrpykumu no TexHuke 0€30MacHOCTH.
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O6pa3zer 3agaHusl.

CIIMCOK MCIIOJIb3YEMBIX COKPAIIIEHUI

Cokpamenue PacmugpoBka
OM OueHoYHBIN MaTepual
KOJI KoMruiekT onieHOUHON TOKYMEHTaluU
HIA2 LlenTp nmpoBeneHrsI AEMOHCTPALMOHHOTO 3K3aMEHA
CIIO Cpennee npodeccroHaibHOE 00pa3oBaHUE

OI'OC CIIO | ®enepanbHbIil TOCYJapCTBEHHBIN 00pa30BaTEIbHBIN CTAHAAPT

cpeaHero nmpohecCHOHAIBHOTO 00pa3oBaHuUs

OK OO01ast KOMIETEHIUSA

IIK [IpodeccnonanbHas KOMIETEHIIUS

I'MA ['ocynapcTBeHHAst UTOroBas aTTeCTaLMS




1. KOMIUIEKT OLIEHOYHOM JOKYMEHTALIUU

Hacrosmuit KOJ[ npeana3HaueH sl OpraHuM3allud W IPOBEICHUS
aTTeCTallUk OOyYarOIIUXCS I10 IIporpaMMaM CpPeaHero MpodeCCHOHAIBHOTO

oOpasoBaHus B (opMe I€MOHCTPAITMOHHOTO SK3aMeHa 0a30BOTO YPOBHSI.

1.1. Kommiekc TpGﬁOBaHl/Iﬁ AJIA IIPOBEACHUSA TEMOHCTPAIIUOHHOI'O

IK3aMeHa

Opranu3aloHHbIe TPeOOBAHUSA

1. JIeMOHCTpallMOHHBIN AK3aMEH MPOBOJAUTCS ¢ ucnosib3oBanuemM KO/,
BKJIIOYEHHBIX 00pa30BaTeIbHBIMU Opranu3anusMu B nporpammy ['MA.

2. 3agaHusi JIEMOHCTPALIMOHHOTO »HK3aMEHa JOBOJATCS 1O TJIaBHOTO
AKCIEpTa B ICHb, MPEIICCTBYIONIUI JHIO Havalla IEMOHCTPALIMOHHOTO 3K3aMeHa.

3. OOpazoBarenbHasi  opraHuzaiusi  O0ECleUUBaeT  HEOOXOJAUMBIC
TEXHUYECKHUE YCIOBHS JUIsl 00ecTieueHus 3aJaHUsIMU BO BPEMSI IEMOHCTPAIIMIOHHOTO
HK3aMEHa BBIMYCKHUKOB, WieHOB [' DK, UI€HOB 3KCIEPTHOM TPYMIIHI.

4, JleMOHCTpallMOHHBIN 3K3aMEH MIPOBOJIUTCS B I,
MpeACTaBIAONIEM CcoOOM  TUIOMIAJKy, OOOpyJOBaHHYIO U  OCHAIICHHYIO
B cooTBeTcTBUHU ¢ KO/I.

S. LIID wmoxer pacmojaratbCsi Ha TEPPUTOPUH 0Opa30BATEIHLHOMN
OpraHu3allvy, a Mpu ceTeBor (opMme pearnzaluu 00pa3oBaTEIbHBIX MPOrPaAMM —
TaKk)K€ HAa TEPPUTOPUM WHOW OpraHM3aIMH, OO0JaJaroIIei HEeoOX0IUMBIMU
pecypcamu Ju1st opranuzanuu LITD.

6. BBIMyCKHUKM NPOXOIAT JAEMOHCTpPAalMOHHBIN dk3ameH B LD
B COCTaBE€ 3K3aMEHAIlMOHHBIX TPYIIL.

7. OOpa3oBatelibHasi OpraHu3alys 3HAKOMUT C IUIAHOM IIPOBEICHHUS

ACMOHCTPAIMMOHHOI'O 3K3aMCHaAa BLIITYCKHHUKOB, CHAAIOIIHUX I[@MOHCTpaHHOHHBIﬁ

! Otpenbubie monoxenus [Topsaka NPOBEAEHUS TOCYIAPCTBEHHOW HTOTOBON aTTECTALMHK MO MPOrpaMMaM
CIIO, yTBepxaeHHOTro pukazoM MunucrepcTBa npoceiieHus Poccuiickoit @enepammu ot 08.11.2021 Ne 800.
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9K3aMEH, M JIUIl, 00ECIEeYNBAIOIINX MPOBEACHUE EMOHCTPAIIMOHHOTO AK3aMeHa,
B CPOK HE MO3/IHEE YeM 3a 5 pabouux AHEH 10 AaThl IPOBEICHUS dK3aMEHa.

8. KonnuectBo, o00mas 1oiomaas W COCTOSHHME  IOMEIICHUM,
MPEAOCTABISEMBbIX JUISl MPOBEACHUS JAEMOHCTPAMOHHOTIO 3K3aMEHA, JTOJIKHBI
oOecreynBaTh NPOBEJICHUE JEMOHCTPALIMOHHOT0 AK3aMeHa B cooTBercTBUM ¢ KO/I.

9. He mo3mnee wem 3a omuH paGouyuii JIEHb 10 JaThl IMPOBEICHHS
JEMOHCTPAIMOHHOTO 9K3aME€Ha TJIaBHBIM J3KCIIEPTOM IPOBOJMUTCS IPOBEpPKA
roroBHoCcTH LIII/ID B mpHCYTCTBMM YWIEHOB 3KCIEPTHOM TPYIIIHI, BBITYCKHHUKOB,
a TaKX€ TEXHHYECKOr0 JKCIIEpTa, HA3HAYAEMOIr'0 OpraHu3alyel, Ha TEPPUTOPUU
KoTtopoit pacmnosioxkeH LIIT/]D, oTBeTCTBEHHOro 3a COOJIIOJCHUE YCTaHOBIICHHBIX
HOPM U MPABUJI OXPaHbI TPY/la U TEXHUKHU O€30MaCHOCTH.

10. T'maBHBIM 3KcmIepTOM ocyiecTBisieTcss ocmotp LI/, pactipenenenue
00SI3aHHOCTEM MEXJy WICHaMH HKCIEPTHOM TPYMIbl MO OIEHKE BBIMOJHECHUS
3aJlaHui JIEMOHCTPAIMOHHOTO AK3aMEHa, a TakyKe pacrpeiesieHne pabodymx MECT
MEXIYy BBITYCKHUKAMH C HCIOJb30BaHUEM CIoco0a Ciy4yallHON BBIOOpPKH.
Pe3ynbTaThl pactipeencHus 00s13aHHOCTEN MEXK Ay WieHaMU SKCIEPTHOM IPYyNIIbl U
pacmpenenieHds padouyrux MECT MEXAY BBIMTYCKHUKAMU (DUKCHUPYIOTCS TJIABHBIM
DKCHEPTOM B COOTBETCTBYIOIIHUX MPOTOKOJIAX.

11. BBbIIYCKHUKM 3HAaKOMATCS CO CBOMMHM pabdOYMMU MECTaMH, MOJ
PYKOBOJICTBOM TJIABHOTO 3KCIIEpTa TAKKE€ IMOBTOPHO 3HAKOMSATCA C ILJIAHOM
MPOBEICHUSA JI€MOHCTPAIIMOHHOTO 3K3aMEHa, YCJIOBUAMHU OKa3aHUs MEPBUYHOU
MenuuuHckod momomu B LITJD. dakt 03HAKOMIIEHHUS OTpa)x)aercs TIaBHBIM
HKCIIEPTOM B MPOTOKOJIE pacipeieseHus: pabounx MecT.

12.  Jomyck BeimyckHukoB B LIITJID ocymiecTBisieTcs: TIaBHBIM SKCIIEPTOM
Ha OCHOBAaHHUH JIOKYMEHTOB, YJIOCTOBEPSAIONINX JIUYHOCTb.

13. OoOpazoBarenbHas opraHu3aiys o0s3aHa HE IMO37HEE YeM 3a OJUH
pabounii JeHb 1O AHS MPOBEJACHHUS JAEMOHCTPAIMOHHOTO SK3aME€Ha YBEIOMUTH
IJIABHOTO JKCHepTa 00 ydacTWH B TPOBEICHUU JEMOHCTPAIIMOHHOTO HK3aMeHa

THIOTOpA (ACCUCTEHTA).



TpﬁﬁOBaHI/Ie K NPOAO/IKUTECJIbHOCTH JCMOHCTPAIIMOHHOI'0 JK3aMECHA

[IpoaomKUTENEHOCTD JE€MOHCTPAIIMOHHOTO 04:00:00
3k3aMeHa (He Goree)?
TpeGoBaHus K coaep:KAHUIO
Monayb 3aganusa’
Ilepeuenn

(BU TESITEIIBHOCTH,

u HUCCJIENOBAHUS 00BEKTOB

po¢eCCUOHATBHON JEATETHLHOCTH.

Ne IlepeyeHb oneHMBaeMbIX OLlEeHMBAaeMbIX YMEHUIl
n/n B . IIK (OK) U HABBLIKOB /
npodeccroHanbHOM
NMPAKTH4Y€CKOr0 ONbITA
JCSITETIbHOCTH)
1 2 3 4
1 Brmonnenne  pa6ot | [IK. Breimonasates mpoektupoBanue | Mmems  npakmuueckuil
M0 TMPOEKTUPOBAHUIO | KaOEITHHOM CTPYKTYpHI | onsim:
CETeBOM KOMITBIOTEPHOM CETH. [IpoekTupoBaTh
HH(PpaCTPYKTYpPHI K. OcyuiecTBIsTh BBIOOD | apXUTEKTYpPy JIOKAJIbHOU
TE€XHOJIOTMM, HWHCTPYMEHTAJIbHBIX | CETU B COOTBETCTBUHU C
CpeICTB 51 CPEACTB | IIOCTABJICHHOM 3a1ayei.
BBIUMCIIUTENIBHON TeXHUKH 1ipu | HacTtpauBaTh
OpraHM3aIliy Mpoiecca pa3padoTKH | KOMMYTAIUIO B

KOPIIOPAaTUBHOM CETH.

HactpauBats agpecanmro
Oaze

VLSM,

B CCTHU Ha

TEXHOJIOTHI
NAT u PAT.
HacrtpauBarbs npoToKobl
TUHAMHYIECKOU

MapuIpy T3l

Ymems:

[IpoextnupoBaTh
JIOKQJIBHYIO CETbh.
Hactpausats CTEK
nporokonoB TCP/IP u
HCIIOJIb30BATh
BCTPOEHHBIE  YTHJIMTHI
ONEPAMOHHOW CHUCTEMBI
JUTSt JMAarHOCTUKHU
paboTocrnocoOHOCTH
CETH.

[IpumeHsATh anrOpUTMBI
IIOKCKA KpaTyauuiero
My TH.

2 B akaJleMUYECKHX 4acax.
3 B cootBerctBum ¢ ®I'OC CIIO.

4 HaumeHoBaHMe MOJLyJIs 3a/[aHUs COBIAJAET C BUAOM npodeccruonanbHoil aestensHoct (PIOC CIIO).
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Opranuzanus
CETEBOI0
aIMUHUCTPUPOBAHUS

K.
JIOKAJIBbHBIEC BBIYMCIIMTCIBHBIC CCTH

AMUHUCTPUPOBATH

Y IPUHUMATh MEPHI 110 YCTPAHEHHUIO
BO3MOXXHBIX COOEB.

[IK. AAMuUHUCTPUPOBATH CETEBBIE
pecypcsl B
CUCTEMax.
K.
crielMagIucTaMu

UH(POPMALIMOHHBIX

B3anmoneicTBoBaTh co
CMEKHOTO
npoduist Ipu pa3paboTKe METOIOB,
CPEJICTB ¥ TEXHOJIOTUH TPUMCHCHHUS
00BEKTOB npodeccuoHaIbHON

JCATCIIBHOCTH.

Hmemsv  npaxmuueckui
onvim:

HacrpauBate cepBep u
pabouue CTaHIMHA IS
Oe3omacHOi  mepenayu
uHpOpMalUu.
Hacrtpausarts ynajieHHbIN
JOCTYIL.

IIpoextupoBaTh
CTPATETHUIO PA3PELICHUS
HMEH.

Opranu3oBbIBaTh U
IIPOBOJAUTH MOHMTOPHHT
U MOAJIEPKKY CEPBEPOB.
[InanupoBaTh U BHEAPATH
(ailioBble XpaHWIUIIA U
CUCTEMBI XpaHEHUs
JTAHHBIX.
Buenpsato
MH(PACTPYKTYPY
OTKPBITBIX KIIIOUEH.
YcranaBnuBate ~ Web-

cepBep.

Ymems:

AJMUHUCTPUPOBATH
JIOKaJIbHBIE
BBIYHCIIUTENLHBIE CETH.
OTIEPAIIMOHHOM CHUCTEMBI.
VYcraHaBiuBaTh
MH(OPMALILOHHYIO
CUCTEMY.
Peructpuposath
MOJIKJIIOUEHHUE K JIOMEHY,
BECTH OTYETHYIO
JIOKYMEHTAIHIO.
ObecrieunBaTh  3aIIUTY
Mpu  TOJKIIOYEHHH K
nH(pOpMaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOM
ceTu "UnTepuer”
CpeICcTBaMU
OTIEPAIIMOHHOMN CHCTEMBI.

DKCIuTyaTanus

00BEKTOB CETEBOI

HH(PPaCTPYKTYpPHI

[IK. YcranaBnuBarh, HaCTpauBaTh,
IKCIUTyaTUPOBAaTh W OOCITY)KHUBATh

TEXHUYECKWEe U  MPOrpaMMHO-

Hmemv  npaxmuueckuii
onvim:
Buenpsato
VPN.

TE€XHOJIOTHH




anmnapaTHble
KOMITBIOTEPHBIX CETEH.

cpeacTBa

[IK. YcranaBnuBarh, HaCTpauBaTh,

AKCIUTYyaTUPOBaTh MU OOCITYXHUBATh

ceTeBble KOH(PUTYpAIUH.

ObecnieunBaTh  3aIIUTY

CETEBBIX YCTPOUCTB.

Ymems:

OnuceBaTh KOHIEMIAA
CceTeBOI 0€30I1aCHOCTH.

OnuceIBaTh
COBPEMEHHBIC
TEXHOJIOTUU u
APXUTEKTYPBI
0€30I1aCHOCTH.
TpeboBaHus K OLIEHUBAHUIO
MaxkcuManbHO BO3MOYKHOE KOJIMYECTBO 100
OaJu10B

Monayab 3aganust

B3anMmonelictBue co crnemuajIucTaMu
CMEXHOro mnpodwmis npu pazpadboTke
TEXHOJIOTUH

METOJIOB, CPEICTB W

MIPUMCHCHUA 00BEKTOB

HpOCI)CCCHOHaHBHOﬁ ACATCIIbHOCTH.

Ne (BHJI 1€ATEIIBHOCTH, BUJ K . s
. pUTepHii OlleHUBAHUS Banabl
n/n npodeccuoHanIbHON
JIESITEIIBHOCTH)

1 2 3 4
Boinonnenne  pabor mo | BeimonHenue IIPOEKTUPOBAHUSA
MPOCKTUPOBAHUIO CETEBOM | KAOEIBHON CTPYKTYphl KOMIBIOTEPHOMN
UHPPACTPYKTYPBI CETH.

OcymiecTBieHne BBIOOPAa TEXHOJIOTHH,
1 MHCTPYMEHTAJIBHBIX CPEJICTB U CPEACTB 20,00
BBIUUCIIUTENILHON TEXHUKU npu
OpraHu3aIM Tpolecca pa3padoTKu U
HCCIeN0BaHUs 00BEKTOB
po¢eCCHOHANTBHON IEATETLHOCTH
Opranuszanus CeTeBOro | AIMUHUCTPUPOBAHHE JOKaJTbHBIX
aJIMUHUCTPUPOBAHUS BBIUUCIIUTENIBHBIX CETe W NpUHATHE
Mep MO YCTPAHEHHIO BO3MOXHBIX COOEB.
AJMMHUCTPUPOBAHHE CETEBBIX
pecypcos B UH(POPMALIMOHHBIX
2 CHCTEMAX. 70,00

°> DopMyIMPOBKa KPUTEPHS OLEHHBAHHUS COBIIALAET C HAMMEHOBAHUEM IIPO(ECCHOHANBHOM (00IIeH) KOMIIETEHIINN
Y HAYMHAETCS C OTIIArOJIBHOTO CYIIECTBHTEIBHOTO.
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DKcIutyatauus

CeTeBOI MHPPACTPYKTYPHI

00BEKTOB | YCTaHOBKA, HACTPOIIKA, SKCILTyaTalus U

o0cy>)XKHBaHUE TEXHUYECKUX "

MIPOrPaMMHO-AITAPATHBIX CpEICTB
3 KOMITHIOTEPHBIX CETEH. 10,00
YcTaHoBKa, HACTPOMKa, SKCIUTyaTaIHs |
o0CITyKUBaHUE CETEBBIX
KOH(UTyparui.
HUroro 100,00

PexomenayemMas cxemMa nepeBo/a pe3yJibTaTOB JeMOHCTPANIMOHHOT0 JK3aMeHa

U3 CTO0AJIBHOM IKAJIbI B NATHOAIBHYIO:

(nsTu 63(;111::]:2 urkana) «2» «3» «4» «5»
1 2 3 4 5
Ornenka B 0a/L1ax 0,00 — 20,00 — 40,00 — 70,00 -
(cTobdassIbHAS IIKAJIA) 19,99 39,99 69,99 100,00

1.2.

Ilepeyenb 000pyA0BaHUA U OCHAIICHUS, PACXOAHBIX MATEPHUAJIOB,

cpeacTB 00y4eHHsl 1 BOCIUTAHUS

IlepeyeHb MHCTPYMEHTOB WM 000PY10BAHUS

Ne HanMeHoBaHMe HHCTPYMEHTA MunumanbHbIe
n/n UM 000py/10BaAHMS XapaKTePUCTHKH
1 2 3
LITY:
- MUHUMAaibHas 0a3oBas TakToBas 4dactoTa 2.0
ITu;
- KOJIMYECTBO (HU3MUECKUX sIep HE MeHee 2;
-  KOJIIMYECTBO IIOTOKOB He  MeHee  O;
[Iepconanbnblii  kommbroTep B | O3Y:
1
cOope niIm HOyTOYK - o0beM HE MeHee 8 I'6;
[13V:
- SSD/SSHD/HDD o6nemoM He MeHee 256 I'0;
ceTeBou ajanrep:
- texnonorus Ethernet crammapra 100BASE-T
n/unu 1000BASE-T;
XapakTepUCTUKHA TIO3MIIMA — HA YCMOTpPEHHUE
2 KommbrorepHast MbIIiib .
00pa3oBaTeNnbHON OpraHu3aluu
3 KoBpuk mmst  xommbroTepHOH | XapaKTepUCTHKU TMO3UIMU — Ha YCMOTpPEHHE
MBIIIN 00pa3oBaTeNbHON OpraHu3aIluu
4 Knasuarypa XapakTepUCTUKHA TIO3WIIMA — HA YCMOTpPEHHUE

o0Opa3oBaTeNbHON OpraHu3aluu
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KommnbrorepHslii MOHATOD

XKK]] ¢ nnaronaneto He MeHee 19" (s HOyTOyKa
He menee 13")

Kommiekt wuHTEpEHCHBIX W

CUJIOBBIX Ka0enen

XapakTepuCTUKA TMO3ULIUU — HAa YCMOTpPEHHUE
o0pa3oBaTeNnbHON OpraHu3auu

IIpoekrop

XapakTepuCTUKU TMO3UIMM — HAa YCMOTPEHHUE
o0pa3oBaTeNnbHON OpraHu3aluu

DKpaH IJ1s TPOEKTOpa

dopmart JKpaHa: 16:9
Munnmanbabie radaputsl (L x B): 2400 x 1350
MM

Hurtepdeiicaplii  kabenb s
TIOJIKJTFOUEHUSI IPOSKTOpa

XapakTepuCTUKA TMO3UIMU — HAa YCMOTpPEHHUE
o0pa3oBaTeNbHON OpraHu3auu

Buneokamepa (onHa wium 6osnee,

IP nnu USB, Pazpemenue ne menee 1280x720 nikce,
ckarue MP4, noanepxka noroka RTSP mno

10 npu HEOOXOIUMOCTH . .
CCBUIKE, IUPOKOYTOJIbHBIH 00BEKTHUB, OXBAT BCEH
TPAHCIISIIUN)
IJIOLIAAKU
[IporpammHOoe  obecrnieueHue  ornepanvoHHas
11 10 onepanuonHas cuctema cucreMa ¢ TpaQUUECKUM I0Jb30BaTEIbCKUM
uHTepdercom
[IporpammHoe oGecrieyeHue JUIsl 1OCTyIa K CETH
12 1O Be6-Opayzep POrP y
HNHurepuer
[IporpamMmmMmHoO-annapaTHas
matdopma MIPEAOCTABIICHUS
13 Tun Ha ycMOoTpeHue opranuzaTopa
pecypcos BBIUUCIICHUS,
XpaHEeHHUs U Mepeslaul JaHHBIX
Komnbrotep/HOyTOYK/TIpoyee ¢ BO3MOXKHOCTBIO
. nepefaun nmoroka He meHee 1280x720 25 x/c ¢
YcerpolictBO Uil BellaHUsA
BO3MOXXHOCTBIO ~ ammapatHoro cxarus H264
TpPaHCISILMU B HUHTEpHET (IpHU
13 CKaThd M TPaHCISALUMU B pPEAJIbHOM BpPEMEHU
HEOOXOJUMOCTH TPAHCIIALNUN) C
HE0oOXOUMOro KOJM4ecTa KaMep, MpOrpaMMHOE
peaycTaHoBiIeHHbIM [10
obecrieueHue i oOecreueHus TPAHCIAUA Ha
HE00XO0AUMYIO MJIOMIAAKY TPAHCISLUN
. Munumanbsnbie radaputsl (B x I x T'): 730 x 1400
14 OducHblii cTon
x 600 mm
Marepuan O0OUBKU: TKaHb
. MuHnumanbHble BHYTpEHHUE radapuThl cuieHbs (B
15 KommnbsrorepHslii cTyn
x I x I) 450 x 450 x 450 wmm
MakcumanbHas cratudyeckas Harpyska: 100 kr
. | XapakTepucTUKM TMO3ULIUM — Ha YCMOTpPEHHUE
16 OrHeTymuTe b yriaeKUCIOTHBINA .
00pa30oBaTeIbHONW OpraHu3auH
XapakTepUCTUKA MO3ULIMM — HAa YCMOTpPEHHUE
17 Arnteuka p P . Y P
o0Opa3oBaTeNbHON OpraHu3aluu
[Mogkmrouenne k anekTpocetn | HeoOXonuMo MOIKIIIOUEHHE HE MeHee 3 PO3eTOK
18
220B 220B Kk Kaxx10My MecCTy
19 [Moaxmrouenue k cetn MutepHer | becnpoBoaHo# win nmpoBoaHo# noctyt, 20 Mbps




IlepeyeHb pacxoHbIX MATEPHUAJIOB

Ne n/nn HaunmeHnoBaHMe pacXOaHbBIX MuHMMasbHbIE
MaTepHUaJIOB XapaKTEPUCTHKU
1 2 3
1 bymara juist neyatu popmara A4 | 1 nauka
2 Pyuxa 20 T

1.3. Ilanan 3aCTp0ﬁKl/l IJIOIAAKHA TEMOHCTPAINUOHHOI'0 3 K3aME€HAa

[InaH 3acTpOMKM IJIOIIAAKH IPEACTABICH B NPUIOKEHHH K HACTOSALIEMY
ToMy No 1 OLEHOYHBIX MaTepuajoB JAEMOHCTPAMOHHOIO 3K3aMeHa 0a30BOro

YPOBHS.

TpeOoBaHus K 3aCcTpPOMKe IJIOINAAKH

No HaunmenoBanue TexHH4YecKHe XapaKTePUCTHKH
n/n

1 2 3
1. Ocgenienue YpoBenb ocBemeHHocTH: He MeHee 300 JIk

Hopma Bo3nyxooOmena u3 pacuera Ha | yenoBeka B yac: 20
M3/4 nas ayautopuid U ydeOHbIX kiaccoB: 80 m3/u — mns
2. Bentunsanus CIIOpPT3aJIOB.

Min. 1 max. t Bo3ayxa — 16°C u 22°C coOTBETCTBEHHO.
[IpenenbHO JOoNyCcTUMBIN ypoBeHb miyma — 110 ab.
Otnenounble MaTepuaibl JIOJKHBI OBITh BBIMOJHEHBI W3
MaTepHajoB, O00JalalOUIMX CTOHKOCTBIO K BO3MOXHBIM

3. [Toner .
BO3JICUCTBUSM BJIard, HHU3KUX UM BBICOKHX TeMIIEpaTyp,
arpecCUBHOM Cpeibl M IPYTHX HeOIaronpusTHbIX (haKTOpOB
4, DJIEKTPHUYECTBO 220 B, moBOT K KaXA0My pabodeMy MeCTy

1.4. TpeOGoBaHMsl K COCTABY 3KCIEPTHBIX I'PYNII

KonnuecTtBeHHbIN COCTaB AKCHEPTHOM IPYIIIBI omnpenensieTrcs
o0pa3oBaTeIbHONW OpraHu3aluei, UCXOAs M3 4YHcia CAAIOIIUX OJHOBPEMEHHO
JEMOHCTPAMOHHBIA HK3aMEH BBIMYCKHUKOB. OIWH DJKCHEPT [OJKEH HUMETh
BO3MOKHOCTb OLICHUTB PE3YJIbTATHI BHIMIOJHEHMS 3a1aHUS BBIITYCKHUKOB B IOJIHOM

Mepe COTJIACHO KPUTEPHSIM OILICHUBAHUSI.

KosngecTBo I1aBHBIX 3KCNIEPTOB HA JEMOHCTPALIMOHHOM 3K3aMEHe 1
MunumanbHoe (PEKOMEHI0BAaHHOE) KOJIMYECTBO SKCIIEPTOB 1
Ha 1 BBIMYCKHUKA

MunumanbHoe (PEKOMEHI0BAaHHOE) KOJIMUYECTBO SKCIIEPTOB 3
Ha 5 BBITYCKHUKOB

10



1.5. HHcTpykums mo TeXHHKe 0€30MacCHOCTH

1. TexHUUeCKUil AKCIEepT MOJA MOJANUCHh 3HAKOMUT IJIaBHOTO 3KCIEpTa,
YJIEHOB SKCIIEPTHON TPYMIIbI, BBIIYCKHUKOB C TPeOOBAaHUSAMM OXpaHbl TpyJaa M
0€30MacHOCTH MPOU3BOCTBA.

2. Bce yyacTHHKM JI€MOHCTPAllMOHHOTO 3K3aMeHa JOJKHBI COOJII0/IaTh
YCTaHOBJIEHHbIE TPEOOBaHU 10 OXPAHE TPY/la U MPOU3BOICTBEHHOM O€30MMaCHOCTH,
BBINIOJIHATh yKAa3aHUs TEXHUYECKOIO JKCIEpTa IO COOJIOJEHUI0 YyKa3aHHBIX
TpeOOBaHUM.

HNucrpykuus:

[lepen HauanoM pabOTHI YYaCTHUKH JIOJKHBI BBITIOJHUTH CIEAYIOLIEE:

1. Bce yuyacTHUKM JOJIKHBI O3HAKOMUTHCS C HHCTPYKLHUEH IO TEXHUKE
0€30MacHOCTH, C IUIaHAMHU B3BAKyallMd MPU BO3HUKHOBEHHH I0Kapa, MECTAMH
PacroIOKEHUsI CAHUTAPHO-OBITOBBIX MOMEIICHUH, MEAMIMHCKUMH KaOWHEeTamH,
MUTHEEBON BObI

2. [ToaroToBUTH pabouee MeCTO:

- OCMOTpeTh pabouee MECTO Ha MpeIMeT HAIU4Msl [OCTOPOHHUX
MPEIMETOB U BUJIMMBIX HEUCTIPABHOCTEH;

- IPOBEPUTH MPABWIBHOCTh YCTAHOBKH CTOJA, CTYJIA, MOACTABKHA MOJ
HOTH, YyroJl HakJIOHa JKpaHa MOHHUTOpA, IOJOXKEHHUS KIaBUATypbl B IIEJIAX
UCKJTIOUEHHUS HEYAOOHBIX 03 U JJIMTEIbHBIX HanpsbkeHuil tena. Oco0o oOpaTuTh
BHHMAHHE Ha TO, YTO AUCIUIEH JOJKEH HAXOAUTHCS HA pacCTOSIHUM HEe MeHee 50 cm
ot ria3 (ontuMasibHO 60-70 cMm);

- IPOBEPUTH MPABUIILHOCTH PACIIONOKEHUS 000PYI0BaHHUS;

- Kabeny 3JIEKTPONUTAHUSA, YJUIMHUTEIN, CETEBble (PUIBTPHI JOJKHBI
HAXOJUTHCA C ThUIbHOM CTOPOHBI pab0Yero MecTa;

- yoenutbecss B TOM, uro Ha ycrporcrtBax IIK (cucremHbiii O1OK,
MOHHTOp, KJIABUATypa) HE PaCIHOJIAraloTCsl COCYHbl C KUJIKOCTSIMH, ChITyYUMHU

Marepuanamu (yai, kode, Cok, BoAa u mp.);
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- MIOATOTOBUTH HEOOXOIUMBIE JIJIsi paOOThl MaTE€pHAIIbI, PUCTIOCOOTIECHUS, U
Pa3JIOKUTh UX HAa CBOM MECTa, yOpaTh ¢ paboyvero cTosia BCe JIUIIHEE.

3. U3yunts coaepxaHue U NOPSIAOK MPOBEACHUS MOYJIEH 3aIaHUs, a TAKXKE
Oe3omacHble PUEMbl UX BbINOJHEHUA. [IpoBepUTh MPUTrOAHOCTH MHCTPYMEHTA U
000pyI0BaHUS BU3YaJIbHBIM OCMOTPOM.

4. Y4acTHHKY 3ampeniaeTcsi MPUCTYNaTh K BBHINOJHEHUIO 3aJlaHUus TIPH
OOHapy’>KeHUH HEUCIPABHOCTH MHCTPYMEHTa WK 00opyaoBanus. O 3aMEUYEHHBIX
HEJOCTaTKaX W HEHWCIPABHOCTSIX HEMEIJICHHO COOOIUTh OKCIepTy U [0
YCTpaHEHHs HETOJAJ0K K KOHKYPCHOMY 33/IaHHUIO HE TPUCTYTATh.

5. Ilpu BbHITIOTHEHUWH 3aJaHUN YYaCTHUKY HEOOXOJUMO COOJII0AaTh
TpeOoBaHMs 0€30MMACHOCTU IPU UCIOJIB30BAHUM HHCTPYMEHTA U 000pYAOBaHMUS:

- COJIep>KaTh B MOPSJIKE U YUCTOTE paboyee MecTo;

- CJICTUTH 3a TEM, YTOOBI BEHTUJISIIMOHHBIC OTBEPCTHSI YCTPOHCTB HUYEM
HE OBLIIN 3aKPBITHI;

- BBINIOJIHATH ~ TpeOOBaHUS ~ HMHCTPYKIMM MO  IKCIUTyaTalluu
000py10BaHUS;

- COOJII0/IaTh, YCTAHOBJICHHBIC PACIIHCAHUEM, TPYJIOBBIM PaCIOPSIKOM
perJIaMeHTHPOBAHHBIC TIEPEPHIBBI B pabOTE, BBIMOIHATHL PEKOMEHIOBAHHBIC
bu3ngecKue yrnpaxxHeHUsI.

3anpemniaeTcs:  OTKIIOYATh W MOAKIIOYaTh UHTepdelicHbie Kabenu
nepuepUHBIX YCTPOUCTB; KJIACTh HA YCTPONCTBA CPEICTB KOMIBIOTEPHOU W
OPTTEXHUKH OyMaru, Manmkv W TMPOYHe TMOCTOPOHHHE MPEIMETHI, MPUKACATHCA K
3aHE TaHEeNIW CHCTEMHOro OJyioka (Ipolieccopa) MpH BKIOYCHHOM IMHTaHUU;
OTKJIFOYATh DJICKTPONTUTAHUE BO BpPEMs BBIIOJHEHHUS TPOTPAMMBI, MPOIIECCa;
JIOTYCKaTh TOMAaJaHue BJaru, TPs3d, CHIYYHX BEIIECTB HA YCTPOMCTBA CPENCTB
KOMITBIOTEPHOW ¥ OPTTEXHUKH; TIPOU3BOJIUTH CAMOCTOSTEIIHHO BCKPBITHE U PEMOHT
000pyI0BaHUS; MPOU3BOJUTE CAMOCTOSITEIILHO BCKPBITHE U 3AMIPABKY KapTPHUIKEH
OPUHTEPOB WM KOMHUPOB; pabOTaTh CO CHATBIMH KOXYXaMH YCTPOMCTB

KOMHBIOTCpHOﬁ 1 OPITCXHUKHU.
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6. [Ipu BeITIONIHEHNH 3a7aHUN U yOOpKE pabounx MECT: He0OXOAMMO OBITh
BHUMATEILHBIM, HE OTBJICKATHCS IMOCTOPOHHUMH pa3rOBOpPAMH M JCIaMH, HE
OTBJICKATh JPYTUX YUYACTHUKOB; COOJIOIATh HACTOSIILYI0 HHCTPYKITUIO; COOTIOATh
NpaBWia dKCIUTyaTallud OO0OpYyIOBaHUSA, MEXaHH3MOB W HMHCTPYMEHTOB, HE
MOJIBEpraTh UX MEXaHUUYECKHUM yIapam, He JOMyCKaTh MaJCHHM.

7. Ilpu HeWcmpaBHOCTH HWHCTPYMEHTa U OOOpPYJOBaHUS — TMPEKPATUTH
BBITIOJIHEHUE 3a/laHusi U cOoOOUTh 00 3TOM ODKCIEpTy, a B €ro OTCYTCTBHE

3aMCCTUTCIIIO I'JIaBHOT'O 9KcnepTa.

1.6. Oopa3sen 3aganust

Monayasb 1: BoinosiHeHHe padoT M0 NPOEKTUPOBAHUIO CeTeBOIi MHPPACTPYKTYPbI

3ananue moay.s 1:

Left Internet Right
a = -
—
WEB-L SRV WEB-R

S

External-L

External-R

S

-

RTR-L

ISP

-

RTR-R

Pucynok 1. Tononorus

1. BbInosiHeHHe NPOEKTHPOBAHHUS KA0eJbHOI CTPYKTYPbl KOMIILIOTEPHOIi CeTH.

BuprtyajbHble MAaIIUHBI U KOMMYTAaLUsI

HeoOxoaumMo BBINOTHUTH cO37aHHe U 0a30BYH0 KOH(PUIypaluio BUPTyalbHBIX MaIIHH.

1.1. Ha ocHoBe mpenocraBieHHbIx BM wmmm mabnoHoB BM cozmaiite oTcyTcTBYROIIUE
BHPTYyaJIbHBIC MAIIIMHBI B COOTBETCTBUH CO CXEMOM.

a. Xapaxtepuctuku BM ycranosure B cootBeTcTBUM ¢ Tadauueii 1,

b. Kommyraruro (ecnu TakoBasi HE BBIIMOJIHEHA) BBITIOJIHATE B COOTBETCTBHH CO CXEMOM
CETH.

1.2. NmeHa xocToB B co3maHHBIX BM nomxkHBI OBITH YCTaHOBJIEHBI B COOTBETCTBHH CO
CXEMOM.

1.3. Anpecariust 10ypKHA OBITH BBITIOJIHEHA B COOTBETCTBUU ¢ Tadnwuieii 1,

1.4. O6ecneubte BM [ONMOMHUTEILHBIMM JMCKAMH, €CIH TaKOBOE HEOOXOIMMO B
cootBercTBuM ¢ Tadauuei 1.




Tabnuna 1. Xapakrepuctuku BM

Nms Kon- Bo
BM OC o3y anep IP-ampeca JlomoHUTETEHO
4.4.4.100/24
nrrL | Debianil |26 2 192.1682.200.254/
Cisco CSR 4
5.5.5.100/24
rr.g | Debinil | 276 2 172.16.120.254/2
CiscoCSR | 4716 4
Debian 11 216 2
SRV | Windows 192.168.200.200/ | P1OTOHHTEILHbIE
Server 2019 | 41° 4 24 AMCKH:
2mrnoo 216
WEB-L | Debian1l |2T6 2 192'168'2220'100/
WEB-R | Debian1l |2T% 2 17216.100.1002
4.4.4.1/24
ISP | Debian1l |2T6 2 5.5.5.1/24
3.3.3.1/24
CLI | Windows10 | 4 4 3.3.3.10/24

2. OcymecTBiieHHEe BbIOOPAa TEXHOJIOTHH, HHCTPYMEHTAJIBHBIX CPEICTB M CPeICTB
BbIYUCJINTE]BHOH TEeXHMKH TMPH OPraHM3alMM Mpouecca pa3padoTKU W HCCIeI0BaAHUSA
00beKTOB NMPodeCcCHOHAIBHOI eI TeJIbHOCTH

CereBasi CBI3aHHOCTD
2.1. HacrtpoiiTe cTaTM4eckuid MapuipyT MO YMOJ4aHWIO Ha Mmapuipytuzaropax RTR-L u
RTR-R.

2.2. Hactpoiite tuHaMH4YeCcKyt0 TpaHcisuio moptoB (PAT):

- Ha mapmpytuzarope RTR-L HacTpoiite nunamuueckyio Tpancusuuio noptoB (PAT) s
cetrn 192.168.200.0/24 B cOOTBETCTBYIOIIHE aapeca UCXOAAIIero nuTepdeiica

- Ha mapumpytuzarope RTR-R nactpoiite aunamudeckyto Tpanciasuuto noptoB (PAT) s
cetu 172.16.100.0/24 B COOTBETCTBYIOIIHE aipeca UCXOAIIET0 HHTepderica.

Kongurypauus BUpTyaJbHBIX YaCTHBIX ceTel

2.3. Mexny minarpopmamu RTR-L u RTR-R nomkeH ObITh yCTaHOBIEH TYyHHEIb,
MO3BOJISIOMIAN OCYIIECTBIIATH CBSA3h MEXIY PETMOHAMHU C MPUMEHEHHEM BHYTPEHHHX aJIPECOB CO
CJICAYIOUIMMHU TapaMeTpaMHu:

a) MHcnomw3yiite B kauectBe VTI untepdeiic Tunnell

b) Mexny mmarpopmamu JODKEH OBITh  YCTAHOBJICH TYHHENb, [O3BOJISIOIINAN

OCYIIECTBIISITH CBSI3b MEXKAY PETUOHAMH C IPUMEHEHHUEM BHYTPEHHUX aJpecoB

Hacrpoiika mapmpyTu3zanuu
2.4. HactpoiiTe tTnHAMHYECKYI0 MapmpyTu3anuio mexay miarpopmamu RTR-L 1 RTR-R.
2.5. Tpaduk, naymuii No TyHHEIIO MEX/1y perHOHaMHU [0 BHYTPEHHUM aJipecaM, He T0JIKEH

TPaHCIUPOBATHCS.
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Mopnyas 2: Opranusanusi ceTeBoro aIMUHUCTPHPOBAHUS

Taomuua 2. DNS-3anucu 30H

3oHa Twun 3anucu Kurou 3Hauenue
demo.wsr A ISP 3.3.3.1
A WWW 4.4.4.100
A WWW 5.5.5.100
CNAME internet ISP
int.demo.wsr A web-I 192.168.200.100
A WEB-R 172.16.100.100
A SRV 192.168.200.200
A rtr-1 192.168.200.254
A rtr-r 172.16.100.254
CNAME webapp-L web-|
CNAME webapp-R WEB-R
CNAME ntp SRV
CNAME dns SRV

1. AaMuHHCTPHpOBaHME JIOKAJbHBIX BBIYMCJIMTEIBHBIX ceTeil M MPHHATHE Mep MO
YCTPAHEHHI0 BO3MOKHBIX c00eB

CerteBasi CBSI3HOCTD.

B pamkax manHOro Momyis TpeOyeTcs 00ecreunTh CETEBYIO CBSI3HOCTh MEXKAY PEerHOHaMHU
paboThI MPUIIOXKEHHUS, a TaKkke obecriednTh BbIxoJ BM B umutupyemyto cets “MHTepHeT”.

1.1. Cetn, noakirodeHHble K ISP, cuuTaroTCsl BHEITHUMU:

- 3anpeleHo npsMoe nomnajanue Tpapuka U3 BHyTPEHHHUX ceTeil BO BHEIIHHE U HA000pOT;

1.2. O6ecneusTe HACTPOIKY ciayxk0 SSH peruona Left:

a. IloaxitoueHHs cO CTOPOHBI BHEIIHUX CETEH MO MPOTOKOIY K IUIaT(GOopMe yNpaBiIeHUs
tpadpukom RTR-L Ha nopt 2244 nomkHbl ObITH epeHanpanieHsl Ha BM Web-L;

b. TloakmoveHHsI CO CTOPOHBI BHEUIHUX CETEH IO MPOTOKONIY K IUIaTGopMe yIpaBlIeHHUs
tpadpukom RTR-R Ha mopt 2222 nomxHb! ObITH epeHanpasiensl Ha BM WEB-R.

2. ATMMHHCTPHPOBAaHHE CETEBBIX PeCypPCOB B HH(POPMAIHOHHBIX CHCTEMAX

NudppacTpykrypHbie CJIy:KObI.

B paMkax naHHOro MoayIist HEOOXOJUMO HACTPOUTH OCHOBHBIE MHPPACTPYKTYPHBIE CITYKOBI
Y HaCTPOMTH IpezcTaBieHHble BM Ha npuMeHeHne 3TuX CiIyKO0 /715 BceX OCHOBHBIX (DYHKIIUI.

2.1. BemmonHuTe HacTpoiiKy nepBoro ypoBHsi DNS-cucrems! crenaa:

a. Ucnonpzyercs BM ISP;

b. OGcmyxuBaercst 30Ha demo.wsr.

- HanonHeHwe 30HBI JTOMKHO OBITH peajr30BaHO B COOTBETCTBUU ¢ TalOmurek 2,

c. Cepsep menerupyet 30Hy int.demo.wsr va SRV;

- ITockonpky SRV HaxonuTcs BO BHYTPEHHEH CETH 3alaIHOTO PETHOHA, JIeJIETUPOBAHNE
MIPOMCXOUT Ha BHEUTHHUH apec MaplpyTU3aTopa JaHHOTO PeTHoHa.

- MapumpyTtuzaTtop perrvoHa AODKEH TPAHCIMPOBATH COOTBETCTBYOIIHME MOpThl DNS-
ciry>k0bI B TOpThI cepBepa SRV.

d. Buemmnuit kmuent CLI nomken ucnons3oBate DNS-ciyx0y, pasBepayTyto Ha ISP, mo
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YMOJIYaHHUIO;

2.2. BeimonHuTe HacTpoiKy Broporo ypoBHsa DNS-cuctems! ctenna;

a. Ucnone3yercs BM SRV;

b. O6cmysxuBaeTcst 30Ha int.demo.wsr;

- HanonHeHnwe 30HBI JOMKHO OBITH PEaTM30BAHO B COOTBETCTBUM C Tabmiwieii 2;

C. OOciy>KUBaIOTCsI 00paTHBIC 30HBI JIJIsl BHYTPEHHUX aJPECOB PETHOHOB

WNmena st paspemieHuss oOpaTHBIX 3amuceld cieayeT Oparh u3 TaOmuiler 2;

d. CepBep HpuUHHMAET PEKYypPCHBHBIC 3aMpOChl, UCXOAIINEC OT aaPECOB BHYTPCHHHUX

PETrHOHOB;

- OOcnyXuBaHME KJIMEHTOB(BHEIIHUX M BHYTPEHHMX), OOpalllalOIIUXCs K K 30HE
int.demo.wsr, 1oKHO MPOU3BOAUTCS 0€3 KaKUX JIMOO OrpaHUueHHH 110 aJpecy HCTOYHUKA;

€. BHyTpeHHHE XOCTBI PEermoHOB (PaBHO Kak M IJIAT(GOPMBI YIpaBieHHUs TpapUKOM)
JIOJKHBI MCTI0JIb30BaTh JaHHY0 DNS-ciy:x0y u1sl pa3pelieHus Bcex 3alpocoB UMEH;

2.3. BeImoiHNTE HACTPOHKY MEPBOTO YPOBHS CUCTEMBI CHHXPOHH3AIINN BPEMEHHU:

a. Ucnons3yercs cepsep ISP.

b. CepBep cunTaet COOCTBEHHBII HCTOYHUK BPEMEHHU BEPHBIM, Stratum=3;

c. CepBep JoIycKkaeT MOJKIIOUYEHUE TOJIBKO Yepe3 BHELIHMM aJpec COOTBETCTBYIOLIEH
1aTGopmbl yripaBieHUs TpaphuKoOM;

- TlompasymeBaercs obopamienue SRV aiis cHHXpOHU3aUY BpEMEHH,

d. Kuument CLI nomken ucnonb3oBaTh ciry:x0y Bpemenu ISP;

€. BwmoanuTe KOHGUTYpalUIo cIy>k0bI BTOPOTO YpOBHS BpeMeHu Ha SRV.

a. CepBep CHHXpOHHM3HPYET BpeMsi ¢ XxocToM ISP;

- CHHXpOHM3ALMS C APYTHMHU HCTOYHUKAM 3alpelieHa;

b. CepBep momKeH JIOMycKaTh OOpaleHUs] BHYTPEHHUX XOCTOB PETHOHOB, B TOM YHCIIE U

wiathopM ynpasieHus TpahuKoOM, Ui CHHXPOHHU3AIMNA BPEMEHH;
C. Bce BHyTpeHHHE XOCTBHI(B TOM YHUCIE U IUIATHOPMBI YIIpaBIE€HUS TPa(pUKOM) AOTKHBI
CHHXPOHHM3HMPOBATH CBOE BpeMs ¢ SRV

2.5. Peammusyiite aitnoseiiit SMB-cepBep Ha 6aze SRV
a. CepBep IOMKEH MPEIOCTABISITh JOCTyN JUisi oOmeHa (aiimamu cepepam WEB-L u

WEB-R;

b. Cepsep, B 3aBucumoctd oT OC, HCIONB3YET CIEAYIONIHE KaTalOTH IS XpaHEHUs
(haiinos:

— Imnt/storage nns cuctema Ha 6a3e Linux;

—  Juck R\ qst cucrem Ha 6a3ze Windows;
Cc. Xpanenue (ailJIoB OCYIIECTBIISIETCA Ha JUCKE (CMOHTUPOBAHHOM 0 YKa3aHHBIM BBIIIE

azpecam), pean3oBaHHOM 110 TexHosioruk RAID tumna “3epkaino”;

2.6. Cepeepa WEB-L u WEB-R nomkHBI cnionb30BaTh ClIy )0y, HacTpoeHHYI0 Ha SRV,
Uit oOMeHa (aimamMu Mexay COOOi:

a. Cnyxo6a daitmoBoro oOMeHa J0KHA MO3BOISATH MOHTUPOBAHUE B BHJIE CTAHAPTHOTO
kaTtajora Linux;

- Pasmensiemplii katajor IOJDKEH OBITH CMOHTHUPOBaH IO ajpecy /opt/share;
b. Karangor momkeH TMO3BOJATh YIalsaTh W co3daBaTh (ailibl B HEM [UIS  BCEX

MOJIL30BaTEIICH;

2.7. BeinosnHuTE HACTPOUKY LieHTpa cepTudukanuu Ha 6aze SRV:
b. B cinyuae npumeHeHus pemicHus Ha 6asze LINUX wmcmoab3yercss HMEHTP cepTUhUKAIHH

tuna OpenSSL u pacnonaraercs 1o ajpecy /var/ca;
C. BrizaBaemble cepTH(UKaThl JOKHBI UMETh CpPOK >kU3HU He MeHee 300 nHeii;
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d. Ilapamerpsl BbIIaBa€MbIX CEPTH(HUKATOB:

- Crpana RU;
- Opranuzanus DEMO.WSR;
- IIpouwne nons (3a uckmrouenuem CN) TOIKHBI OBITh ITyCTHI;

3. B3aumogeiicTBHe €O cIEeNMAJIMCTAMH CMEKHOr0 Npoduiisi Npu pa3padoTke MeTO10B,
CPe/ICTB M TeXHOJIOTHii PUMeHeHHs 00beKTOB NMPodecCHOHATBHOM 1eATeIbHOCTH

HNudpacTpykTypa Bed-IPUIOKEHHS.

JlaHHBII OJIOK TIOJIpa3yMeBaeT YCTAHOBKY U HACTPOMKY JIOCTyNa K BeO- MPHIOKEHUIO,
BBHITIOJTHEHHOMY B (popmaTe koHTerHepa Docker.

3.1. O6paz Docker (comepxamuii BeO-puiaoxkeHue) pacnoioxen Ha |SO-o6pase
JIOTIOJIHUTEIIbHBIX MAaTE€pPUAIIOB;

a. Bpmomnure ycranoBky npunoxenus AppDocker0;

3.2. Ilakersl misa ycraHoBku Docker pacrionoxxenst Ha gonoiaauTensHOM 1SO-00pase;

3.3. UucTtpykumsa mo paboTe C MPHIOKEHHEM pacHojoXeHa Ha morosHuteasHoMm 1SO-
obpase;

3.4. Heobxoammo peann3oBaTh CIACAYIONIYI0 HHOPACTPYKTYPY MPHIIOKECHHUS.

a. Kiumenrom npunoxenus ssisercs CLI (6paysep Edge);

b. Xoctunr npunoxenus ocymecrtsisercs Ha BM WEB-L u WEB-R,;

C. JlocTyn K mprIoKeHu o ocyinecTsisiercs mo DNS-umenn www.demo.wst;
- Ums nmomkHO paspemathes Bo “BHemrHHE aapeca BM ympaprieHust TpagukoM B 000UX

peruoHax;

- [Ipu HEOOXOMMMOCTH, I JOCTyIA K K MPHJIOKEHUIO JOIYCKAeTCsl peaanu30BaTh peBepc-
MIPOKCH WM TPAHCIISLHUIO IOPTOB;

d. JlocTym K MPHIOKEHHIO JTOJDKEH OBbITh 3aIUIICH C IPUMEHEHHEM TeXHOomoruu TLS;

- HeoGxomuMo obecrieunTs KOPPEKTHOE IOBEpHE CepTHU(HKATy caiita, 06e3 mpuMeHEHHs
“HCKIIIOYEHHI” ¥ TOTOOHBIX MEXaHU3MOB;

€. HeszammumienHoe coeIMHEHHE JOJDKHO MEPEBOAUTCS HAa  3alMIIEHHBIA KaHaj
ABTOMATUYECKU;

3.5. HeoGxoanmo obecrednTh 0TKa30yCTOHYNBOCTD MPHIIOKEHUS,

a. CallT Jo/DKeH MpoaoDKaTh OOCIyXKMBaHUE (C 3alepXKoil He Oonee 25 cekyHH) B
CJIEIYIOIIUX CLEHAPUIX:

- Otkas onnoit u3 BM Web

- Otka3s oxHo# n3 BM ynpasnenus tpadukom.

Moayas 3: Ikcniryarauus 00beKTOB ceTeBOi HHPPACTPYKTYPbI

3ananue moayJsa 3:

1. VYcraHoBka, HACTpOiika, ?IKCILUTyaTamusi M OO0CHYKHBAHHE TEXHUYECKHX H
NMPOrpaMMHO-aNMNAPATHBIX CPEACTB KOMIbIOTEPHBIX ceTeil

Kondurypauusi BUpTyaibHbIX YaCTHBIX ceTeil

1.1. 3ammra TyHHENs JOHKHA o0ecrieunBaTbes ¢ momouibio 1Psec mexay mnathopmamu
RTR-L u RTR-R.

a) Hcnonp3yiiTe ayTeHTH(HHUKAINIO TT0 00IIIEMY KITFOUYy.
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b) TIlapametpsr IPSeC npou3BoJIbHEIC.

2. YcTaHOBKa, HACTPOiika, JKCILUIyaTalMsi W  OOCHY;KMBaHHE  CETEBbIX
KOHGUrypaumi.

Hacrpoiika CHHCKOB KOHTPOJIS 10CTyIAa

2.1. Ilnarpopma ynpasiaenus TpadpukomMm RTR-R BbimosiHseT KOHTPOJIb BXOJSILErO
TpaguKa COrIacHO CIEAYIOUUM IpaBUiIaM:

a. Pazpemarorcsa noaxmtouenus k nopram HTTP u HTTPS st Bcex KIMEHTOB;

b. Paspemarorcs noaxmodenust k mopram HTTP u HTTPS st Bcex KinMeHTOB;

- [TopTsl HEOOXOIUMO AJ1s1 paOOTHI HACTPAUBAEMBIX CITYKO

c. Pa3zpemaercs pabora BHIOpaHHOTO MPOTOKOJIA OPTAaHU3AIUH 3AIMUIIICHHOMN CBSI3H;

- Paspemienre moOpTOB MOJKHO OBITH BBINOJHEHO MO NPUHIMITY “HEO0XOAUMO U
JI0OCTaTOYHO”

d. Paspemaercs pabora nporokonos ICMP;

e. Pazpemaercs padota nmporokona SSH;

f. IIpoume moaKIIOYEHUS 3aNPEUICHBL;

g. Jns oOpamenuit B muaTtdpopMaM €O CTOPOHBI XOCTOB, HAaXOJSIIMXCS BHYTpPU
PETrMOHOB, OTPaHUYEHUN OBITh HE JTOJIKHO;

2.2. Tlnardpopma ympasnenuss tpagukoM RTR-L BBHIIONHSET KOHTPOIH BXOJSIIECTO
TpaduKa COracHO CIEIYIOUIMM IIPaBUIaM:

a. Paspemarorcs moakmrouenus k mopram DNS, HTTP u HTTPS mns Bcex kineHTOB;

-ITopTel HEOOXOAUMO 11 PAOOTHI HACTPAUBAEMBIX CITYKO

b. Paspemaercs pabora BEIOpaHHOTO IPOTOKOJIA OPraHU3AIMK 3aIUIICHHON CBSI3H;

- PaspemieHrie mOpPTOB JMOKHO OBITH BBIMOJHEHO MO NPUHIMITY “HEO0XOAUMO U
JOCTATOYHO”’

c. Paspemaercs pabora npotokonos ICMP;

d. Pasperraercst pabota nmpotokosia SSH;

e. Ilpoune moaKIItOUEHUS 3aIIPEILEHBI;

f. s oOpamenuii k miat¢popMaM CO CTOPOHBI XOCTOB, HAXOMASIIMXCS BHYTPH
pPETHOHOB, OTPAHUYEHUH OBITh HE TOIDKHO.
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